Computer Services _
Effective date May 1996 Section 4060.1

INTRODUCTION ating costs, and operational flexibility. Histori-
cally, small financial institutions, which usually
Computer services, or information systems (ISkack the funds or transaction volume to justify
services, for a bank’s major functions can be&n in-house information system, were the chie
provided within the bank or from an externalusers of external data processing companie
source. The information in this section pertainglowever, as advances in technology hav
primarily to banks receiving IS services fromdecreased the cost of data processing, sms
external service organizations and to divisiongstitutions have become much more willing to
of banks not in direct control of the data centeinvest in an in-house information system. At the
providing the services. same time, some financial institutions with in-
When a financial institution uses an externalernal information systems have discovered the
source for IS services, both the external servicdhey can save money by using external dat
and the institution using the services bear riskBrocessing companies for certain banking appli
and responsibilities. Some of these risks an@ations. Other financial institutions have en-
responsibilities can be defined and delegategaged national companies or facilities manage
through legal contracts between the partieghent organizations to assume their IS operation
Each party must handle other risks and respoivhile certain holding companies have organize:
sibilities by implementing proper controls. their data processing departments as subsic
This section describes information-processingfies to centralize IS operations for their affiliate
alternatives and the external sources for I$stitutions.
services, as well as the operational and techno- The decision to establish an internal IS cente
logical controls needed to reasonably ensuri a major one. Any bank’s board of directors
overall data integrity. Special considerations foand management considering such a decisic
using external sources, guidelines for insurshould thoroughly review and consider alterna
ance coverage, record protection and contirfives before proceeding. While a bank may gair
gency planning, contract execution, and the risk number of competitive advantages from ar
of termination of IS services are also discussedn-house facility, there are also many risks
Finally, guidelines for reviewing automatedassociated with this decision. Technologica
clearinghouse activities, retail funds-transfer sysadvances have reduced the price of small con
tems, and small systems and microcomputeuter networks and made them more affordable
are provided. but banks should not use this as the sole just
Under 12 USC 1867(c)(2), Regulation andfication for an internal IS system.
Examination of Bank Service Corporations, a A comprehensive feasibility study should
financial institution that enters into a contractprecede any decision to develop an in-hous
with an outside servicer for data processingystem. This study should describe the cost:
services must notify its primary federal bankbenefits, and risks and also give managemel
supervisor of this relationship within 30 days ofthe opportunity to compare current and future
signing a services contract or actually using theeeds with existing abilities. The FFIEC's
services, whichever occurs first. Information System Examination Handbook
This section makes extensive reference to theontains a complete discussion of feasibility
Federal Financial Institutions Examination Counstudies.
cil (FFIEC) Information System Examination
Handbook Examiners seeking additional infor-

mation should refer to that manual. EXTERNAL PROVIDERS OF
INFORMATION SYSTEMS
SERVICES

INFORMATION-PROCESSING

OPTIONS The following are the major external providers
of IS services for financial institutions:

Many factors influence an institution’s decision

about whether to use internal or external IS correspondent banks

services, including the initial investment, oper- affiliated financial organizations (such as
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holding companies or holding companyiaries are the most common form of an affiliated

subsidiaries) servicer. An affiliated data center may offer cost
« independent service bureaus savings to other affiliates, since all parties are
« cooperative service corporations generally using the same software system. The
« facilities management providers serviced institutions can eliminate the duplica-

tion of tasks, and the affiliated data center and
In a financial institution, management musthe overall organization can realize cost savings
carefully identify the organization's needs forthrough economies-of-scale. Thus, charges for
data processing. After these needs are proped§ services to affiliates are generally very
identified (including the customers’ needs forcompetitive.
these services), management must carefully Regulatory guidelines strictly govern IS-
evaluate how the institution can best meet thengervicing arrangements between affiliated insti-
The costs and complexity of changing datdutions. Sections 23A and 23B of the Federal
processing arrangements can be substantial, Bgserve Act (12 USC 371c and 371c-1) address
management must ensure that all related cosfge question of allowable transactions between
and benefits are identified and considered beforfiliates. These statutes also state that the terms
deciding on a service. of transactions between affiliated parties must be
comparable to the terms of similar transactions
between nonaffiliated parties. An affiliated data
Correspondent Banks center is allowed to set fees to recover its costs
or to recover its costs plus a reasonable profit, or
Small financial institutions sometimes receive0 set charges for data processing services that
their IS services from a major corresponden@re comparable to those of a nonaffiliated ser-
bank. These IS services may be just one of ¥icer. Other restrictions may also apply.
host of services available from the correspon-
?Ient, including loan participations, federal'lndependent Service Bureaus
unds purchases and sales, securities transactions,
funds transfer, and stock financing. Independent service bureaus are present in most
Historically, the correspondent bank has beegetropolitan areas, but mergers and acquisitions
the least expensive servicer for many institupaye caused the number of bureaus to decline.
'[IOI‘!S. Correspondent bgnks may offset some Qi/hen management investigates a service
their own IS costs by using their excess procesgyreau’s operations, it should determine if the
ing capacity to provide services to corresponservicer is familiar with the IS needs of financial
dents. Consequently, they may not have cofinstitutions. Determining the percentage of the
rectly determined the full costs of providing service bureau’s business that comes from finan-
these services and charged unrealistically lowja| institutions will help the institution select
fees. The higher margins correspondent bankgvendor that specializes in this type of process-
may receive on other products and services solflg. Independent service bureaus are normally
to the correspondents may also have compeResponsive to user requests for specialized pro-
sated for lower IS fees. grams, since developing these programs for
Recently, correspondent banks have raiseglients is generally a significant source of reve-
their prices for data processing services, causingue. Tailoring a software program to a particular
smaller institutions to consider other sources foinstitution’s needs becomes less attractive to the
IS services. A number of third-party servicersndependent service bureau if the institution
were able to provide services at competitiveiccounts for only a small portion of the bureau’s
prices. Many managers were also attracted byorkload or if the bureau offers a standardized
the ability of these third-party arrangements tgoftware package as its primary product. How-
safeguard the confidentiality of their informa-ever, some standardized software systems allow
tion from correspondents (competitors). a modest amount of processing and report
adjustments without requiring servicer modifi-
. . . L cations. Also, report generator software, which
Affiliated Financial Institution/ provides clients with customized reports they
Banking Organizations can prepare without any help from the service
bureau, is sometimes available from service
IS departments in holding companies or subsidsureaus.
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Cooperative Service Corporations to reimburse it for the costs of providing IS
services plus a profit. The FM company usually
A Cooperative service Corporation is a data:arries out |tS tasks in the institution’s former
processing facility formed by a group of finan-data processing center.
cial institutions that agrees to share the operat- Financial institutions have various reasons fo
ing costs. Under the right circumstances, thigising FM companies, such as controlling ol
arrangement works well. For this strategy tdeducing the growth of data processing costs
succeed, however, all members of the groupnsuring better management of data center pe
must be the same approximate size and haw®@nnel, or using more modern software system:
similar IS requirements. Typically, each institu_Managemerjt of financially strained institutions
tion owns a share of the facility or bears a sharay enter into FM arrangements to augmen
of the costs on a pro rata basis through investheir capital position by selling their equipment
ment in a bank service corporation. There mug?r facilities to the FM company.
be a strong working relationship among the Although an institution’s contract with an FM
institutions. Although the institutions are notcompany may provide a quick and easy solutiol
directly involved in the data processing center'do data processing problems with minimal
daily operations, they are ultimately responsiblénvolvement of senior officials, management
for the center’s success or failure. should be aware of potential problems. FM
One advantage of a coopertive service corpdontracts can have clauses that require the ins
ration is that individual institutions have increasedution to pay more for services as work volume
control over the design of the data processingrows and can also contain provisions for peri
operation. Therefore, institutions can tailor comodic increases. The contract may include :
puterized applications to meet their own need$ubstantial penalty for cancellation. Another
Resource pooling often provides for economiegisk is that the FM company may make person
of-scale as well, and cooperative ventures nof€l changes that are not advantageous to tf
mally attract more highly skilled and more institution, such as reassigning its best worker
experienced employees. elsewhere or reducing the size of the dat:
Conversely, cooperative associations that linRrocessing staff. Bank management should mak
together institutions of different sizes with dif- Sure that FM service contracts contain spe
ferent IS needs may not function smoothly. Th&ific quality measurement clauses and shoul
larger institutions in the group may attemptmonitor the quality of data processing service:
to dominate and skew the data processingrovided.
operations toward their own interests. In this
environment, the tasks of setting priorities and
controlling operating costs may prove hard t(OTHER PURCHASED SERVICES
achieve. Since each institution is a partial owner
of the data processing facility, it may be difficuItComputer Time
for one institution to divest its investment if it
wants to switch to another servicer. A financial institution that designed its own data
processing system and that maintains its ow
files only needs to rent computer time from ar
external servicer. This arrangement usually
occurs when the financial institution’s equip-
Medium- and large-sized financial institutionsment or schedule makes it unable to handl
- ~some unusual processing task.
that already have an in-house data processing
facility are the most likely users of facilities
management (FM) contracts. Small institutions
typically do not have the work volume that is aTime-Shared Computer Services
prerequisite to hiring an FM company. Service
contracts with FM companies are usually for aMost external providers of time-sharing service:
minimum term of five years, during which time have a library of standardized programs avail
the FM company assumes full responsibility forable to any user. A user also may generat
the institution’s data processing operations. Thprograms and store them in a reserved library
institution pays the FM company a monthly feeFinancial institutions frequently use time-sharing

Facilities Management Providers
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services for financial analysis rather tharsoftware packages. By using the same software
recordkeeping. Applications with low input andfor several users, external servicers achieve
output requirements and repetitive calculationsg;ertain operating economies, which allow them
such as those required for a securities portfolido recover initial development costs more
lend themselves to a time-sharing arrangemeruickly. Most standard software packages are
The external servicer in this arrangemenparameter-driven, providing the user with some
normally does not maintain the client institu-degree of flexibility. For example, in demand
tion’s data files. Financial institutions that storedeposit and savings applications, standard pro-
master files on the external servicer's equipmergram modules or common subroutines often
should maintain adequate documentation tallow the user to designate the format and
facilitate the examination process. Under thigrequency of reports. In addition, the user may
arrangement, management should be concernsdlect the parameters necessary to generate cer-
about ensuring logical and physical access to thain reports, such the as number of inactive days
terminal and with the availability of audit trails before an account becomes dormant or the
that indicate who has made changes to masterinimum dollar amount for checks listed on the
files. Management should establish and monitdarge-item report. The user can also be involved
controls over passwords, terminals, and acceds selecting the criteria for interest rates, balance
to master files. For a complete discussion ofequirements, and other operating values, allow-
controls over passwords and terminals, see theg for a tailored application within a standard-
FFIEC’s Information System Examinationized software system.

Handbook

Satellite (Remote) Processing Tailored Applications

Satell ing has b | hf standard program packages do not meet a
atellite processing has become popular With,oncig) institution’s needs, an external servicer

process a large volume of transactions. A disgy ¢ clearly describe the proposed system and

tinguishing characteristic of satellite processings gperations to the servicer. Internal or external
is that the institution and the data center eac

. ) uditor participation in reviewing controls is
perform a portion of the processing. Althoughyqq aqyisable. The initial cost of this approach
the institution collects the data and sometimeg high, as are the costs of maintaining and
prepares reports, the servicer makes the nec 5dating the tailored applications.
sary master file updates. To capture data an
print reports, the serviced institution must acquire
a terminal entry device, a printer, an MICR
reader/sorter, and a tape or disk unit. Since tH@ PERATIONAL AND
system is usually on-line, the serviced instituTECHNOLOGICAL USER
tion must install modems and communicationCONTROLS
lines linking it to the servicer. The level of skill
necessary to perform remote job entry in aJsing computerized programs and networks,
satellite system is less sophisticated than thisanks maintain a large number of accounts and
level needed to operate an in-house systemecord a high volume of transactions every day.
Most of the traditional control functions remain Text-processing systems store vast amounts of
at the institution. The FFIEC'dnformation correspondence. Transmission of data and funds
System Examination Handboo&ntains further regularly occurs over public communications
information on satellite processing, remote joldinks, such as telephone lines and satellite net-
entry, and distributive processing systems.  works. The use of new technologies to transfer

funds and records, while improving customer

service and the institution’s internal operations,
Standard Program Packages has increased the potential for errors and abuse,

which can result in loss of funds, lawsuits
Most bank data centers and service bureawsising from damaged reputations, improper dis-
specialize in processing one or more standarclosure of information, and regulatory sanctions.
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Controls must be implemented to minimize When conducting reviews of controls over
the vulnerability of all information and to keep information security, examiners must under-
funds secure. Bank management must assess gtand the difference between master files an
level of control necessary in view of the degredransaction files. A master file is a main refer-
of exposure and the impact of unexpected lossesce file of information used in a computer
on the institution. There are certain practicesystem, such as all mortgage loans. It provide
that can strengthen information and financialnformation to be used by the program and cal
security. The most basic is the implementatiofbe updated and maintained to reflect the resuls
of sound policies, practices, and procedures farf the processed operation. A transaction file o
physical security, separation of duties, internatietail file contains specific transaction informa-
quality control, hardware and software accesgon, such as mortgage loan payments.
controls, and audits.

Bank management should institute informa-
tion security controls that are designed to— Manual Controls

ensure the integrity and accuracy of managerpe following discussion covers basic opera
ment information systems; _ tional controls in a financial institution receiving
prevent unauthorized alteration during dataxternal IS services. Similar controls shoulc
creation, transfer, and storage; also be applied to information processed by al
maintain confidentiality; IS department within a user’s own institution.
restrict physical access;

authenticate user access;

verify accuracy of processing during input andSeparation of Duties

output;

maintain back-up and recovery capability; and® basic form of operational control is separatior

- provide environmental protection agains®f duties. With this control in place, no one
damage or destruction of information. person should be able to both authorize an

execute a transaction, thereby minimizing the

. risk of undetected improper activities. Dat
Although security features vary, they are sk of undetected improper activities. Data

. center personnel should not initiate transaction
usually available for all computer systems. The, o, ract data except when it is necessary to d
controls adopted should apply to informatio

s in order to complete processing in a reasor
produced and stored by both automated an&@le time period. If this unusual situation arises
manual methods.

. - roper authorization should be obtained from
Written policies are generally recommende(ﬁata center and bank management. Both tt

and, in most cases, institutions have chosen Qicer and the serviced institution should main

establish and communicate security principles igyin gocumentation of these approvals, includ
writing. However, if an institution follows sound ing details of the circumstances requiring the

fundamental principles to control the risks diS—ction. The same person should normally no
cuss_ed here, a written _pohcy is not neces_sarll}gerform input and output duties. However, in
required. If sound principles are not effectivelygome instances, staff limitations may make on

practiced, management may be required t8erson responsible for several activities, suc
establish written policies to formally communi- 5

cate risk parameters and controls. Federal

Reserve System policy does, however, requirg preparing batches and blocks or other inpu
written contingency and disaster recovery plans. ¢4, entry to the system or shipment to the

Examiners may periodically conduct reviews servicer;

of information security. These reviews may. gperating data entry equipment, including
include an assessment of— check reader/sorter machines, proof machine
or data conversion devices;

preparing rejects and nonreads for reentry int

« the adequacy of security practices,

» compliance with security standards, and the system;

* management supervision of information secus reconciling output to input or balancing the
rity activities. system;
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« distributing output to ultimate users; and trols and exception reports that are common to
« posting the general ledger and balancing com- &l operations. To be effective, operations
puter output to the general ledger. personnel must properly use exception reports

and controls. This is especially true for con-

Rotation of assignments and periodic sched- trolling dormant accounts, check kiting, draws
uled absences may improve internal controls by 29ainstuncollected funds, overdrafts, and post-
preventing one person from controlling any one 19 computer-generated income and expense
job for an extended time period (and by provid- €ntries.
ing cross-training and back-up for all person~ Dollar controls ensure processing for all autho-
nel). When vacations are scheduled, manage-rized transactions. Operations personnel should
ment may require staff to take uninterrupted establish work and control totals before for-
vacations that are long enough to allow pending warding data records to the data processor.
transactions to clear. These practices are mostThose same employees should not complete
effective if vacations or other types of absences palancing procedures by reconciling trial bal-
extend over the end of an accounting period or ances to input, control sheets, and the general
are for two consecutive weeks. Written policies |edger. Report distribution should follow a
and procedures may require job rotation. formal procedure. Personnel should account

Application manuals usually consist of a user’'s for all rejects corrected and resubmitted.

guide provided by the servicer and supple; Nondollar controls are used when dollar val-

n;ented by"procedur%s written by the usgr. Manul- ues are not present in the data, as in name and
als normally cover the preparation and control 4 0qq changes. Controls should be estab-
of source documents, certain control practices yis o hefore forwarding work for processing
pertaining to moving documents or electronlc Management should also implement procé-
Images to and from the user and servicer, the dures designed to ensure that its servicer
daily reconcilement of totals to general ledger, processes all nondollar transactions. For exam-

and master file changeg. ple, personnel should check new account
Management should implement dual control reports against new account input forms or
over automated systems. Personnel should placeyritten customer account applications to
supervisory holds on customer accounts requir- make sure that data are properly entered. To
ing special attention. For example, dormant protect data integrity, management should
accounts, collateral accounts, and accounts withgevelop procedures to control master file and
large uncollected funds balances generally have program changes. These procedures should
holds that can be removed only by authoriza- 3150 verify that the servicer is making only
tions from two bank officials. In addition, cer- aythorized changes and ensure that data pro-

tain types of transactions (for example, master cessing employees do not initiate master file
file changes) should require authorization from changes.

two bank officials by means of special codes or
terminal keys. When employees add or remove
a hold on an account or when the system
completes a transaction requiring supervisor :

approval, the computer should generate aﬁeChnOIOglcal Controls
exception report. Assigned personnel not iWOWeﬁncryption

in the transaction should promptly review these

reports for unusual or unauthorized activity. Encryption is a process by which mathematical
algorithms are used to convert plain text into
encrypted strings of meaningless symbols and
Internal Quality Controls characters. This helps prevent unauthorized
viewing and altering of electronic data during
Internal controls fall into three general categotransmission or storage. The industry commonly
ries: administrative, dollar, and nondollar. uses the Data Encryption Standard (DES) for
encoding personal identification numbers (PINs)
« Administrative controls usually consist of man-on access cards, storing user passwords, and
agement review of daily operations and outputransfers of funds on large-dollar payment
reports. Each application includes basic connetworks.
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Message Authentication Code Restricted Terminals

A message authentication code (MAC) is a codeimiting certain types of transactions to certain
designed to protect against unauthorized alteterminals or groups of terminals can help reduc
ation of electronic data during transmission oexposure to loss. The offsetting problem is tha
storage. This code is used with data encryptioloss of these terminals can stop processing fc
to further secure transmission of large-dollaan entire application. Bank management shoul
payments. therefore evaluate both the exposure and pre
cessing risks. An automatic time-out feature cal
minimize the curtailment of processing. Since
unauthorized users may target an unattende
terminal, this feature automatically signs off the
user when there has been no activity for &

User passwords consist of a unique string 0_qaertain pt_ariod o_f tim_e. There may be little user
characters that a programmer, computer operiiconvenience in this feature if, to restart, the
tor, or user must supply before gaining access #$5€r need only re-enter a password. Using time
the system or data. These are individual acce§§day restrictions can also limit unauthorized
codes that should be specific to the user anﬁﬁe of terminals during periods when an entir
known only to the user. Other security feature§€Partment or section would be unattended.
of passwords should, at a minimum, require the

users to change them periodically and store i .

them in encrypted files. In addition, the passRestricted Transactions

words should be composed of a sufficient num- . . -

ber of alphanumeric characters to make therfrestricted transactions are specialized transa
difficult to guess. User passwords should not bE0nS that can be performed only by supervison

displayed during the access process and shodffi management personnel. Examples includ
not be printed on reports. reversing transactions, dollar adjustments to cus

tomer accounts, and daily balancing transac

tions. Management should periodically review

user needs and the appropriateness of restrictir

. the performance of these transactions. Syster
Security Software generated reports can be used to review thi

. . . _activity more frequently.
Security software is software designed to restrict y a y

access to computer-based data, files, programs,

utilities, and system commands. Some_systen)sctivity and Exception Reports
can control access by user, transaction, an

terminal. The software can generate reports th@ieport output will vary, depending on the
log actual and attempted security violations agqppistication of the data communications an
well as access to the system. applications software. Management shoul
receive activity reports that detail transactions
by terminal, operator, and type. More sophisti-
cated software will produce activity and excep-
Data Retention tion reports on other criteria, such as the numbe
of inquiries by terminal, unsuccessful attempt:
Processing personnel should regularly copy arid access the system, unauthorized use ¢
store critical institution records in an off-site restricted information, and any unusual activi-
location that is still sufficiently accessible toties (that is, infrequently used transactions).
obtain records in a reasonable time period. Activity reports are used to monitor system
These records should include data files, pradse and may not be printed daily. However
grams, operating systems, and related documemanagement should periodically review anc
tation. This also applies to critical data insummarize these reports in an effort to ensur
hard-copy documents. In addition, an inventorghat machines are used efficiently. Exceptior
of the stored information should be maintainedeports should be produced and reviewed dail
along with a defined retention period. by designated personnel who have no conflict

User Passwords
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ing responsibilities. A problem with many

performs permanent posting routines using

reporting systems is that the log contains a batch-processing systems. Controls for a
record of every event, making it cumbersome memo-post system include limiting physical

and more difficult to identify problems.

Controls over Program Change Requests

and logical access to the system and restrict-
ing certain transactions to supervisory person-
nel only. Appropriate levels of management
should review memo-post reports daily.

Requests for program changes should be docu-QOn-line post systenihis system, sometimes
mented on a standard change request form. Thecalled a real-time system, requires the strictest
form is used to describe the request and docu- controls. On-line post systems are vulnerable
ment the review and approval process. It should pecause all accepted transactions are trans-

contain the following information:

date of the change request

control sequence number

program or system identification
reason for the change

description of the requested change
person requesting the change

benefits contemplated from the change
projected cost

ing, at a minimum, the user, IS personnel wit
the proper authority, and an auditor (at leas;

for significant changes)

change
anticipated completion date

.

completed program change

the program into the production library)

.

documented sign-off

Controls over Report-Writing
Capabilities

As a data processing system becomes mog-:(

sophisticated, controls will also become mor

complex. Generally, there are three basic type
of information systems, with an infinite number

of combinations and variations:

Inquiry-only systemThis system allows the

signed approval authorizing the change includ

name of programmer assigned to make th

ferred to machine-readable records. In addi-
tion to access controls, system reports should
record all activity and exceptions. Appropriate
levels of management should review these
reports daily.

CONTINGENCY PLANNING

Data communications systems are susceptible to
Software, hardware, and transmission problems
hat may make them unusable for extended
eriods of time. If a financial institution depends
on data communication for its daily operations,
ﬁppropriate back-up provisions are necessary.
Back-up is the ability to continue processing
applications in the event the communications

user and information systems approval of th‘%ystem fails. Management can provide back-up

by various methods, including batch-processing

implementation procedures (steps for gettingysiems; intelligent terminals or PCs operating

in an off-line mode, data capture at the controller

audit review of change (if deemed necessary} {ransmission lines are lost, redundant data

communication lines, and back-up modems.

Regardless of the method used, FFIEC inter-
agency issuances and specific supporting Fed-
eral Reserve System policy issuances that address
corporate contingency planning require a com-
ehensive back-up plan with detailed proce-
ures. When using a batch back-up system,
Qperations personnel must convert data to a
machine-readable format and transport the data
to the servicer. This process may require addi-
tional personnel (data entry operators and
messengers) and equipment. An institution’s

user to search and review machine-readabgontingency plan should include detailed proce-
records, but not to alter them. Controls andlures on how to obtain and use the personnel
security concerns related to this system ara@nd equipment. Because on-line systems are
few, the major concern being unauthorized!Pdated orimproved frequently, a batch back-up

access to confidential information.

Memo-post systerthis is more sophisticated

may not remain compatible. Institution person-
nel should perform periodic tests of batch and
other back-up capabilities to ensure that protec-

than the inquiry-only system and allows thetion is available and that employees are familiar
user to create interim records. The servicewith the plan.

May 1996
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AUDITS  spot-checking computer calculations, such a
the dollar amounts of loan rebates, interest ol

Examiners need to determine the appropriate- deposits, late charges, service charges, ar
ness of the scope and frequency of audit activi- past-due loans, to ensure proper calculation:
ties related to information systems and the tracing transactions to final disposition to
reliability of internal or third-party audits of ensure audit trails are adequate;
servicer-processed work. Furthermore, examin- reviewing source documents to ascertait
ers should review the methods by which the whether sensitive master file change reques
board of directors is apprised of audit findings, were given the required supervisory approval
recommendations, and corrective actions takem.assessing the current status of controls b
In reviewing audit activities, examiners should either visiting the servicer or reviewing inde-
consider the following factors (if applicable): pendent third-party reviews of the servicer;

L i o * reviewing processing procedures and controls
« the practicality of the financial institution's 54

having an internal IS auditor and, if the, eyajyating other audits of the servicer.
institution has an internal IS auditor, the

auditor’s level of training and experience In addition, “through-the-computer” audit
+ the training and experience of the institution’siechniques allow the auditor to use the compute
external auditors to check data processing steps. Audit softwar
+ the audit functions performed by the institu-programs are available to test extensions an
tion’s outside auditors, by the servicer, by th&ootings and to prepare verification statements
servicer's outside auditor, and by supervisory Regardless of whether an institution pro-

personnel _ ) ~ cesses data internally or externally, the board c
« internal IS audit techniques currently beingdirectors must provide an adequate audit prc
followed gram for all automated records. If the institution

as no internal IS audit expertise, the nontect
ical “around-the-computer” methods will pro-
ide minimum coverage, but not necessarily
dequate coverage. A comprehensive extern

audit, similar to those discussed in the

The audit function should review controls anoﬂ
operating procedures that help protect the inst|;
tution from losses caused by irregularities an
willful manipulations of the data processing,

system. Thus, a regular, comprehensive audit ¢fg|ecsinformation System Examination Hand-

IS activities is necessary. book should be carried out to supplement non
Additionally, designated personnel at eachecnnical methods.

serviced institution should periodically perform
“around-the-computer” audit examinations, such

as—
INSURANCE FOR USERS AND
» developing data controls (proof totals, batthrSERVICERS

totals, document counts, number of accounts,

and prenumbered documents) at the institutiop, financial institution should periodically review
before submitting data to the servicer angts insurance coverage to ensure that the amou
sampling the controls periodically to ensureyf coverage is adequate to cover any exposul
their accuracy; that may arise from using an external IS pro-
spot-checking reconcilement procedures tgider. To determine what coverage is needec
ensure that output totals agree with inputhe institution should review its internal opera-
totals, less any rejects; tions, the transmission or transportation o
sampling rejected, unpostable, holdover, angecords or data, and the type of processin
suspense items to determine why they cann@ierformed by the servicer. This review shoulc
be processed and how they were disposed @dentify risks to data, namely the accountability
(to make sure they were properly correctedor data, at both the user and servicer location
and reentered on a timely basis); and while in transit. Insurance covering physica
verifying selected master file information (suchdisasters, such as fires, floods, and explosion
as service-charge codes), reviewing exceptioshould be sufficient to cover replacement o
reports, and cross-checking loan extensions the data processing system. Coverage that pr
source documents; tects specialized computer and communicatior
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equipment may be more desirable than thé&ny omission of substantive information could
coverage provided by regular hazard insuranceesult in voided coverage.
Expanded coverage protects against water The bank or servicer should consider buying
infiltration, mechanical breakdown, electricaladditional coverage. Media reconstruction
disturbances, changes in temperature, and cqselicies defray costs associated with recovering
rosion. The use of an “agreed-amount” endorseelata contained on the magnetic media. Media
ment can provide for full recovery of coveredreplacement policies replace blank media. Extra
loss. expense policies reimburse organizations for
Bank management should also review thexpenses incurred over and above the normal
servicer's insurance coverage to determine if theost of operations. In addition, servicers often
amounts and types are adequate. Servicer copurchase policies covering unforeseen business
erage should be similar to what the financialnterruptions and the liabilities associated with
institution would normally purchase if it were errors and omissions. Both servicer and banking
performing its own data processing internallyorganizations may purchase transit insurance
Servicer-provided coverage should complemenhat covers the physical shipment of source
and supplement the bank’s coverage. documents. Additionally, electronic funds trans-
If a loss is claimed under the user’s coveragefer system (EFTS) liability coverage is available
the user need only prove that a loss occurred f@r those operations that use electronic
make a claim. However, if the loss is claimediransmission.
under the servicer's coverage, the institution Several factors may influence an institution’s
must prove that a loss occurred and also that thfecision to purchase insurance coverage or to
servicer was responsible for the loss. self-insure: the cost of coverage versus the
Examiners should review the serviced instiprobability of occurrence of a loss, the cost of
tution’s blanket bond coverage, as well as simicoverage versus the size of the loss of each
lar coverage provided by the servicer. In theyccurrence, and the cost of coverage versus the
past, form 24 provided broad fidelity coveragecost of correcting a situation that could result in
and was relatively inexpensive. As a result ok loss. Some institutions engage risk consultants
the large quantity of losses sustained, the insuto evaluate these risks and the costs of insuring
ance industry has extensively modified its fidelagainst them. Outside experts may be best suited
ity coverage to restrict, limit, or eliminate to evaluate the proper types and amounts of
coverage that had previously been in effect. Afsurance protection needed in situations with
new policies replaced existing policies, the “stancomplex risks or in which management’s exper-
dard” coverage of form 24 changed. The covtise is limited. Management should employ
erage period is now stated in terms of a fixe@ertain criteria when using a consultant for these
time period. The loss, the discovery, and thgeviews. The consultant should not be affiliated
reporting of the loss to the insurer must occufvith an insurance company or be underwriting
during that stated period. Extended discoveryr selling insurance. Additionally, the consultant
periods are generally available at additional cofhould have a good reputation within the
if an institution does not renew its bond. Themarketplace.
dollar amount of the coverage now represents an
aggregate for the stated period. Each claim paid,
including the loss, court costs, and legal fees,
reduces the outstanding amount of coveragECORD PROTECTION AND
and recoveries do not reinstate previous leve RETENTION
of coverage. Since coverage extends only to
locations stated in the policy, the policy mustinstitutions should create computerized back-up
individually list all offices. Additionally, poli- copies of the institution’s critical records and
cies no longer cover certain types of documentsave alternative methods of processing those
in transit. records. When IS operations are performed
The bank’s board of directors should beoutside the institution, both the servicer and the
involved in determining insurance coverage sincénancial institution should have adequate con-
each board member will be acknowledging therol over the records. Bank management should
terms, conditions, fees, riders, and exclusions afetermine which records are best protected by
the policy. Insurance companies consider anthe servicer and which are best protected inter-
provided information as a warranty of coveragenally. Service contracts should outline the ser-
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vicer’s responsibility for storing bank records. Ifrecords. Certain records also have uses apse
the servicer does not or will not permit specificfrom their value in reconstructing current data.
reference to record retention in the contract, auch as meeting institutional and regulatory
general reference may be sufficient. The institureporting requirements. These records usuall
tion should obtain a copy of the servicer'sinclude month-end, quarter-end, and year-en
back-up policy and retention procedures, anéles.
bank management should thoroughly under- The location of an external data center is
stand which records are protected by whom andnother factor to consider when evaluating
to what extent. retention procedures. If the external data cente
The bank should also review the servicer'ss located in a building adjacent to the institu-
software and hardware back-up arrangementson, the possibility that a disaster may affect
The review should determine how often datdoth organizations increases. Such a situatio
and software back-ups are made, the location ehay make off-site storage of back-up material:
stored materials, and which materials are storesiven more important. If, on the other hand, the
at that site. Management should also determinserviced institution is located far from the data
the availability of software replacement andcenter, physical shipment of both input anc
vendor support, as well as the amount andutput may become necessary. Manageme
location of duplicate software documentationshould determine if fast, reliable transportatior
Software replacement and documentation procéetween the two sites is available.
dures should be developed for both operating If a major disaster occurs, an alternate facility
and application systems. may not be available to process duplicatec
Management should review the servicer'snachine-readable media. Management shou
hardware back-up arrangements to determine donsider remote record storage that woul
(1) the servicer has a contract with a nationafacilitate the manual processing of records, i
recovery service and, if so, the amount and typgaecessary. Furthermore, microfiiming all items
of back-up capacity provided under the contractyefore shipment would protect the institution
(2) the servicer has an alternate data centghould any items be lost, misplaced, or destroye
with sufficient capacity and personnel to provideOptical disk storage—which involves scanning
full service if necessary; or (3) multiple process-and storing a document electronically—offers
ing sites within the same facility are availableanother attractive alternative for storage ant
for nondisaster processing problems and ifetrieval of original data after processing has
each site has an alternate power supply. Theccurred.
alternate site should be able to provide con- A number of records storage firms offer
tinued processing of data and transmission gemote storage at a reasonable cost and can he
reports. the bank develop a comprehensive microfilm o
Contracts or contingency plans should specifyptical disk-based record protection program
the availability of source documentation in theThe serviced institution, on the other hand, ma
event of a disaster, |nclud|ng insolvency of theyish to develop its own plan. The FFIEC’s
servicer. FFIEC interagency issuances and Feghformation System Examination Handbaaid
eral Reserve System policy statements requii@lated FFIEC and Federal Reserve Systet
financial institutions to evaluate the adequacy ofsuances are sources of information about plal
a servicer's contingency plan and to ensure thafing for unexpected contingencies.
its own contingency plan is compatible with the
servicer's plan.
Since the duplication of records may vary
from site to site, most organizations developCONTRACTS BETWEEN USERS
schedules for automatic retention of records o AND SERVICERS
a case-by-case basis. The only way to ensure
sufficient record protection is to continually A poorly written or inadequately reviewed con-
review the flow of documents, data, and reportdract can be troublesome for both the service
Some records may be available in both hardfinancial institution and the servicer. To avoid or
copy and machine-readable formats. In additiominimize contract problems, bank legal counse
to determining the types of back-up recordswho are familiar with the terminology and
management should determine whether it ispecific requirements of a data processing cor
possible to re-create current data from oldetract should review it to protect the institution’s
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interests. Since the contract likely sets the ternfor the data processing services it provides.
for a multiyear understanding between the parfhese excessive fees may adversely affect a
ties, all items agreed on during negotiationdank’s financial condition over the long term.
must be included in the final signed contractFurthermore, the way in which the institution
Verbal agreements are generally not enforceaccounts for such inducements is typically
able, and contracts should include wording suchnconsistent with generally accepted accounting
as “no oral representations apply” to protectprinciples (GAAP) and regulatory reporting
both parties from future misunderstandings. Theequirements.
contract should also establish baseline perfor- Additionally, section 225 of the Financial
mance standards for data processing servic@sstitutions Reform, Recovery, and Enforcement
and define each party’s responsibilities anghct of 1989 (FIRREA) states, “An (FDIC-)
liabilities, where possible. insured depository institution may not enter into
Although contracts between financial institu-a written or oral contract with any person to
tions and external data processing companiggovide goods, products or services to or for the
are not standardized in a form, they share benefit of such depository institution if the
number of common elements. For a furtheperformance of such contract would adversely
discussion of IS contract elements and considaffect the safety or soundness of the institution.”
erations, see the FFIECEformation System An institution should ascertain during contract
Examination Handbook negotiations whether the servicer can provide a
level of service that meets the needs of the
institution over the life of the contract. The
institution is also responsible for making sure it
accounts for each contract in accordance with

S i il instituti h di GAAP. Regulatory agencies consider contract-
ome financial institutions have entered Intq., t, excessive servicing fees and/or failing to

data processing service contracts that contalfyqnery account for such transactions an unsafe
provisions that may adversely affect its interest nd unsound practice. When entering into ser-
These contract provisions include extended termsee agreements, banks must ensure that the
(up to 10 years), significant increases in cost; ethod by WhiCh, they account for such agree-
after the first few years, and substantial cancef—r.']ems reflects the substance of the transaction

lation penalties. In addition, some service CON3 4 not merely its form. See FFIEC Supervisory

tracts improperly offer inducements that allow %olicy SP-6, “Interagency Statement on EDP
bank to retain or increase capital by defe”ingservice Con’tracts."

losses. These inducements usually deal with the
disposition of assets or avoidance of expense
recognition for current charges. Institutions

experiencing earnings and capital problems see|Sk OFE TERMINATION
particularly attracted to inducements such as—

. . Many financial institutions have become so
* a servicer's offer to purchase certain assets gfependent on outside data processing servicers
the institution (for example, computer equip-that any extended interruption or termination of
ment or foreclosed real estate) at book valuggyice would severely disrupt normal opera-
which exceeds market value; ) tions. Termination of services generally occurs
the servicer's offer to provide capital to thegccording to the terms of the service contract.
institution by purchasing capital stock from it; Banks may also experience termination of con-
servicer-provided cash bonuses once the Cofracts that is caused by a physical disaster to the
version is complete; servicer, such as a fire or flood, or bankruptcy,
« the servicer providing up-front cash to thewhich are described below. The serviced insti-
institution; and tution must prepare differently for each type of
the servicer allowing the bank to defer contermination. The contract should allow either
version costs or processing fees. party to terminate the agreement by notifying
the other party 90 to 180 days in advance of the
These inducements may benefit the bank itermination date, which should give a serviced
the short term, but the servicer usually recoupmstitution adequate time to locate and contract
the costs of inducements by charging a premiurwith another servicer.

Contract Practices to Avoid

3
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Termination caused by physical disaster occumsxample, an independent party should verify th
infrequently, but it may or may not present theversion number of the software. Without an
institution with a more serious problem thanescrow agreement, a serviced institution has tw
termination by contract. If the servicer hasalternatives: (1) Pay off the creditor and hire
complied with basic industry standards andutside specialists to operate the center c
maintains a proper contingency plan, disruptiorf2) convert data files to another servicer. Eithe
of services to users will ordinarily be minimal. alternative is likely to be costly and cause sever
The contingency plan must require the serviceoperating delays.
to maintain current data files and programs at an Therefore, the importance of monitoring the
alternate site and arrange for back-up processirggrvicer’s financial condition cannot be overem
time with another data center. At a minimum,phasized. In order to fulfill its fiduciary respon-
these provisions should allow the servicer tibility, a bank will normally determine the
process the most important data applicationsinancial viability of its servicer annually. Once
Since equipment vendors can often replace danthe review is complete, management must repo
aged machines within a few days, the servicethe results to the board of directors or a desig
should be able to resume processing with littlgyated committee. At a minimum, management’:
delay. The servicer, not the serviced institutionyeview should contain a careful analysis of the
is responsible for the major provisions of itsservicer's annual financial statement. Manage
back-up contingency plan. However, the institument may also use other sources of informatio
tion must have a plan that complements théo determine a servicer's condition. Reports o
servicer's. independent auditors and reports obtainable fror

Termination caused by bankruptcy of theappropriate regulatory agencies may contai
servicer is potentially the most devastating to anformation that can be vital in determining a
serviced institution: There may not be advanarvicer's financial condition. Information pro-
notice of termination or an effective contingencyvided by public media, such as trade magazine
plan (because servicer personnel may not heewspapers, and television, may also be used.
available). In this situation, the serviced instituthe servicer's financial condition is unstable or
tion is responsible for finding an alternate prodeteriorating, but the servicer remains in opera
cessing site. tion, its financial problems may cause it to take

Although user institutions can ordinarily drastic measures that may jeopardize the qualit
obtain data files from a bankrupt servicer withof its service and possibly the integrity of the
little trouble, the programs (source code) andlata in its possession. Banks should consider
documentation required to process those fileservicer's failure to provide proper financial
are normally owned by the servicer and are nafata as an indication of unsound operating
available to the user institutions. These propractices.
grams are often the servicer’s only significant
assets. Therefore, a creditor of a bankrupt ser-
vicer, in an attempt to recover outstanding debts,
will seek to attach those assets and further imiAUTOMATED CLEARINGHOUSE
their availability to user institutions. The bank-
ruptcy court may provide remedies to the useAutomated clearinghouses (ACHs) form a
institutions, but only after an extended length ohationwide electronic payments system used b
time. a large number of depository institutions anc

An escrow agreement is an alternative teorporations. ACH rules and regulations are
giving vendors sole control of the source codegstablished by the National Automated Clearin
In this agreement, which should either be part offouse Association (NACHA) and the local
the service contract or a separate document, tféCH associations, and they are referenced in th
financial institution would receive the right to Federal Reserve Banks’ ACH operating circulars
access source programs under certain condi- ACH is a value-based system that support
tions, such as discontinued product support dvoth credit and debit transactions. In ACH credi
the financial insolvency of the vendor. A thirdtransactions, funds flow from the depository
party would retain these programs and relatedhstitution originating the transaction to the
documents in “escrow.” Periodically, the finan- institutions receiving the transactions. Example
cial institution should determine that the sourcef credit payments include direct deposits of
code maintained in escrow is up-to-date, fopayroll, dividend and interest payments, Socia
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Security payments, and corporate payments tomay be originated one or two days before
contractors and vendors. In a debit transaction, the settlement date, the originating institu-
funds flow from the depository institution tion is exposed to risk from the time it sub-
receiving the transaction to the institution origi- mits ACH credit transfers to the ACH proces-
nating the transaction. Examples of ACH debit sor to the time its customer funds those
transactions include collection of insurance pre- transfers.)

miums, mortgage and loan payments, consumeruncollected funds controls and the related
bill payments, and transactions to facilitate cor- credit policy for deposits created through
porate cash management. ACH transactions areACH debit transactions (Although immedi-
deposited in batches at Federal Reserve Banksately available funds have been provided by
(or private-sector ACH processors) for process- the Federal Reserve for debit transactions
ing one or two business days before the settle- deposited on a given day, the debits have not
ment date. These transactions are processed angeen posted to the payee’s account and could
delivered to the receiving institutions through pe returned for insufficient funds or other
the nightly processing cycle for a given day.  reasons (for example, a court order).)

ACH transactions continue to grow signifi-, eyception reports (that is, large-item and new-
cantly. Additional uses of the ACH continue 0 4ccount reports)

be developed as depository institutions, corpo;
lratlons, tand consu(;ner_tshrtlaallziljts”effluency atnd additions, deletions, and other forms of main-

ow cost compared with 1arge-doflar payments yo5nce could be made to customer databases
systems and check payments. One area of growth

is the use of debit transactions for the collection thg retention of .aII entrles,. return entries, gnd
of large payments due to the originator, such as adjustment entries transmitted to and received

cash concentration of a company’s nationwide from the ACH for a period of six years after

branch or subsidiary accounts into one central the date of transmittal.
accountand other recurring contractual payments.

While several organizations can be involved
in processing ACH transactions, the Federal
Reserve System is the principal ACH processoRETAIL FUNDS-TRANSFER
For the Federal Reserve ACH system, deposSYSTEMS
tory institutions send ACH transactions to and
receive ACH transactions from one of the FedAutomation has enabled banks to electronically
eral Reserve processing sites via a communicgerform many retail banking functions formerly
tions system linking each location. Access mayandled manually by tellers, bookkeepers, data
be by direct computer interface or intelligententry clerks, and other banking personnel.
terminal connections. Accordingly, the need for physical banking

As with any funds-transfer system, the ACHfacilities and related staff has been reduced.
system has inherent risks, including error, crediElectronic funds transfer (EFT) and related
risk, and fraud. When reviewing ACH activities, banking services have also brought access to
examiners should evaluate the following: and control of accounts closer to the consumer

through the use of widely distributed unmanned

* agreements covering delivery and settlemenerminals and merchant facilities. EFT-related
arrangements maintained by the depositoryisk to a financial institution for individual
institution as an originator and/or receiver ofcustomer transactions is generally low, since the
ACH transactions transactions are usually for relatively small
monitoring of the institution’s and customer’samounts. However, weaknesses in controls that
intraday positions could lead to incorrect or improper use of
balancing procedures of ACH transactionseveral accounts could lead to significant losses
processed to or class action suits against a financial insti-
the credit policy and effectiveness of procetution. Examinations of retail EFT facilities
dures to control intraday and overnightshould focus on the potential large-scale risks of
overdrafts, resulting from extensions of credita given product. Examples of retail EFT systems
to an ACH customer, to cover the value ofinclude automated teller machines, point-of-sale
credit transfers originated (Since the ACH isnetworks, debit and “smart” cards, and home
a value-dated mechanism and transactiortsanking.

control procedures for terminals through which
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Automated Teller Machines institutions allow each other’s customers to ust
their ATM machines. This is known as an

An automated teller machine (ATM) is an elec-interchange system. To be involved in an inter
tronic funds-transfer terminal that is capable othange system, a financial institution must eithe
performing many routine banking services fotbe an owner or member of the ATM network.
the customer. ATMs handle deposits, transfers Fraud, robbery, and malfunction are the majo
between savings and checking accounts, balangigks of ATMs. The use of plastic cards and PINs
inquiries, withdrawals, small short-term loansare a deterrent, but there is still the risk that al
and loan payments. ATMs may also handlainauthorized individual may obtain them. Cus-
other transactions, such as cash advances wmers may even be physically accosted while
credit cards, statement printing, and postagmaking withdrawals or deposits at ATM loca-
stamp dispensing. ATMs usually operateions. Some institutions have decreased this ris
24 hours a day and are located not only on banlily installing surveillance cameras and acces:
premises but also in other locations, such asontrol devices. For example, the ATM card car
shopping malls and businesses. Daily withdrawbe used as an access-control device, unlockir
als are usually, and should be, limited to relathe door to a separate ATM enclosure an
tively small amounts ($200 to $500). Deposityelocking it after the customer has entered
are processed in the same manner as if they wefeaud may also result from risks associated witl
handled by a teller. ATMs are generally acti-the issuance of ATM cards, the capture of card:
vated through the use of a plastic card encodeshd the handling of customer PINs. Appropriate
with a machine-readable customer identificatiomontrols are needed to prevent the financie
number and entry, by the customer, of a correinstitution’s personnel from unauthorized acces
sponding personal identification number (PIN)to unissued cards, PINs, and captured cards.
Some financial institutions may refer to this
identification number as the personal identifica-
tion code (PIC). .

ATMs o(pera)te in either off-ine or on-line POINt-of-Sale Systems
mode. Off-line transactions are those that occur
when the customer's account balance is ndd point-of-sale (POS) system transaction is
available for verification. This situation can bedefined as an electronic transfer of funds from :
the result of telecommunication problemscustomer's checking or savings account to
between the financial institution and the ATMmerchant's account to pay for goods or services
network. In addition, an off-line transaction canTransactions are initiated from POS terminals
occur when a customer’s account balance is ndcated in department stores, supermarkets, gas
available because the financial institution idine stations, and other retail outlets. In an
updating its files. Financial institutions usuallyelectronic POS system, a customer pays fc
update their files during low-volume periods. InPurchases using a plastic card (such as an ATI
either case, transactions are usually approved §grd). The store clerk enters the payment infor
to the daily withdrawal limit, which is a risk to mation into the POS terminal and the custome
the bank because a customer can withdraw mokegrifies the transaction by entering a PIN. This
than is available in the account as long as theesults in a debit to the customer’s account an
account balance is less than the withdrawa credit to the merchant's account.
limit. On-line systems are directly connected to POS transactions may either be processe
afinancial institution’s computer system and théhough single-institution unshared systems o
corresponding customer account informationmulti-institution shared networks. Participants
The computer processes each transaction immig-a shared system settle daily, on a net transa
diately and provides immediate account-balancéon basis, between each other. In unshare
verification. With either system, a card is nor-systems, the merchants and customers ha
mally captured (kept by the ATM) if misuse is accounts with the same financial institution.
indicated (for example, the card has beerfhus, the need to settle between banks i
reported stolen or too many attempts have beegliminated.
made with an invalid PIN). As with other EFT systems, POS transaction

Financial institutions are usually members ofare subject to the risk of loss from fraud,
several ATM networks, which can be regionalmistakes, and system malfunction. POS fraud i
and national. Through these networks, separataused by stolen cards and PINs, counterfe
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cards, and unauthorized direct computer accedsom the balance remaining in the card’s micro-
The system is also susceptible to errors such ahip memory. Once the card’'s stored value is
debiting or crediting an account by too much orexhausted, it will need to be replenished. Smart
too little, or entering unauthorized transactionscards do not require on-line terminals.

For the most part, POS systems usually deal

with these risks by executing bank-merchant

and bank-customer contracts that delineate eawome Banking

party’s liabilities and responsibilities. Also, con-

sumers are protected by state and federal stql, 6 panking allows customers to inquire about

utes limiting their liability if they give notice of their bank account balances, pay bills, and
? 'gstt.' stolen, %r ”(])liﬂlateq I((:ar_d r\]/vnhlnt a S‘Ig)eoc"transfer funds between their own bank accounts
led ime period. er rsks inherent in %/ia telecommunication lines. These services,
systems are computer malfunction or downtimgypich  \ere originally performed solely by
Financial institutions offering POS serwceste'ephone may now be performed by either
tsr?ouldh pré)wde tfor b?Ck'Up of Ithe'.r recordsig|aphone or a personal computer. To access an
rough adequate contingency planning. account, the customer dials a designated phone
Internal control guidelines for POS systems, mper and enters an account number and PIN.
should address the following: If a transfer is to be made, the customer also
. L . enters the merchants’ identification numbers,
+ confidentiality and security of customer accountstomer's account number with each merchant,
qurmatlon, including protection of PINs and the amount and date of payment. If the
maintenance of contracts between banks art@lephone is used, the data are verified by a
merchants, customers and banks, and bank§|-pack to the customer via voice response
and networks ) equipment or, if by computer, the data are
policies and procedures for credit and checkansmitted back to the computer terminal screen.
authorization, floor limits, overrides, and settle-The customer then presses a designated key to

ment and balancing _ confirm the transaction. Financial institutions
+ maintenance of transaction journals to providgomplete the transaction by—

an adequate audit trail
* generation and review of daily exceptions transferring funds directly from the custom-
reports with provisions for follow-up of er's account to the merchant’s account, if the

exception items _ accounts are in the same bank;
* provisions for back-up and contingencye transferring funds to a holding account and
planning sending a check and printout to the merchant;

 physical security surrounding POS terminals or

« transferring funds to the merchant's bank
directly or through the ACH system.

Debit and Smart Cards

Other funds transfer—related activities that use Hternal Controls for Retail EFT

plastic card and PIN access are debit and “smartSystems

cards. While not EFT systems by themselves,

they may be used in conjunction with EFTRegardless of the EFT system employed, finan-
systems. The cards may draw against availablgal institutions should ensure that adequate
balances in a stored value from a related deposiiternal controls are in place to minimize errors,
account. They can be used for currency withdiscourage fraud, and provide an adequate audit
drawals at ATMs or for the direct purchase oftrail. Recommended internal control guidelines
goods or services from retailers using POS oaior all systems include—

paper-based settlement systems.

Smart cards contain a microchip that stores establishing measures to establish proper cus-
customer account profiles and stored-value bal- tomer identification (such as PINs) and main-
ances, as well as a record of transactions. Whentain their confidentiality;
the card is used to make a purchase or withdraw issuing of a receipt to the customer for each
cash, the terminal equipment deducts the amounttransaction;

May 1996 Commercial Bank Examination Manual
Page 16



Computer Services 4060.1

installing a dependable file maintenance and security reports should be reviewed to deter

retention system to trace transactions; mine any attempts to subvert the PIN security
 producing, reviewing, and maintaining excep- system.
tion reports to provide an audit trail; « PIN mailers should be processed and deliv

requiring customers of each service to sign ered with the same security accorded th

agreements that clearly define the responsibili- delivery of bank cards to cardholders. (They

ties of the customer and the financial institu- should never be mailed to a customer togethe

tion; and with the card).

producing and forwarding customers’ state-

ments periodically so they can review transysage:

actions made during the period and detect

unauthorized transfers. * The PIN should be entered only by the card
holder and only in an environment that deter:

Recommended internal control guidelines for casual observation of entries.

transfer and bill-paying systems include—  + The PIN should never be transmitted in unen

) ] crypted form.
» allowing customers to pay bills or transfer, p|n systems should record the number o

fund_s_only from their own accounts, . unsuccessful PIN entries and should restric
* requiring that all transactions be preauthorized ,.ass to a customer's account after a limite
for specifically stated customer accounts, and .\, mper of attempts.

« discouraging payments to third parties without If a PIN is forgotten, the customer should

written authorization. select a new one rather than have bank pe
sonnel retrieve the old one, unless the ban
has the ability to generate and mail a harc
copy of the PIN directly to the customer
without giving bank personnel the ability to
view the PIN.

The most critical element of EFT systems is
the need for undisputed identification of the
customer. Particular attention should be given to
the customer identification systems. The most
common control is the issuance of a unique PIN
that is used in conjunction with a plastic card or. .
for noncard systejms, an accour?t number. Th(é\ontrOI and security:
following PIN control guidelines, as recom-
mended by the American Bankers Association
are encouraged.

Systems should be designed, tested, and co

' trolled to preclude retrieval of stored PINs in
any form.

« Application programs and other software con-
taining formulas, algorithms, and data used t

« PINs should not be stored on other source calculate PINs must be subject to the highes

instruments (for example, plastic cards). level of access for security purposes.

Unissued PINs should never be stored befort Any data-recording medium, for example,
they are issued. They should be calculated Magnetic tape and removable disks, used i
when issued, and any temporary computer the process of assigning, distributing, calcu
storage areas used in the calculation should bel@ting, or encrypting PINs must be cleared

Storage:

cleared immediately after use. immediately after use. _ _
» PINs should be encrypted on all files and® Employees with access to PIN information
databases. must be subject to security clearance and mu:

be covered by an adequate surety bond.
Delivery:
System design:
* PINs should not appear in printed form where
they can be associated with customers’ accountPIN systems should be designed so that PIN
numbers. can be changed without reissuing cards.
» Bank personnel should not have the capability PINs used on interchange systems should k
to retrieve or display customers’ PIN numbers. designed so that they can be used or chang
« All the maintenance to PINs stored in data- without any modification to other participants’
bases should be restricted. Console logs andsystems.
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Financial institutions electing to use encryp-between the host and the PC with the processing
tion as a security technique for bank cardccurring at either machine.

systems are strongly encouraged to consider When linked by a network, end-user comput-

the data encryption standards established hiyig offers several advantages to financial insti-

the National Bureau of Standards. tutions, including—

In addition, institutions should consider con-- low cost compared to other platforms,
tro]s over other aspects of the process. 'Control efficiency through the sharing of resources,
guidelines appropriate for plastic cards includg ggge of expansion for future growth

those. covering procurement, embossing/ enhanced communication capabilities,
encoding, storage, and mailing. It is also appro- o

priate to have controls over terminal sharing and portablllty, .
network switching. Institutions should addres$ data availability, and
back-up procedures and practices for retail funds- €ase of use.

transfer systems and insurance coverage for ) ]
these activities. While end-user computing systems provide

several advantages, they also have greater risks

to data integrity and data security, including—
END-USER COMPUTING « difficulty in controlling access to the system
and in controlling access to confidential infor-
mation that may be stored on individual per-
sonal computers and not on the system (such
as payroll records, spreadsheets, budgets, and
information intended for the board of directors
of the financial institution);

End-user computing results from the transfer of
information-processing capabilities from central-
ized data centers onto the user’s desktop. End-
user computing systems may range in size and
computing power from laptop notebook comput-
ers to stand-alone personal computers, client- o
server networks, or small systems with sufficient (€ lack of sophisticated software to ensure
computing power to process all significant appli- S€CUrity and data integrity; o
cations for a financial institution. Small systems insufficient capabilities to establish audit trails;
that are entirely supported by a hardware ot inadequate program testing and documenta-
software vendor are referred to as “turnkey” tion; and

systems. Control considerations discussedthe lack of segregated duties of data-entry
throughout this subsection generally apply to all personnel.

end-user computing systems.

In many cases, end-user systems are linked by As the trend toward distributed processing
distributed processing networks. Linking sev-continues, financial institutions should have
eral microcomputers together and passing infoproper policies, procedures, and reporting to
mation between them is called networking. Aensure the accurate and timely processing of
system configured in this manner is commonlynformation. The controls governing access in
called a local area network (LAN). The ability toan end-user computing environment should be
decentralize the data processing function iso less stringent than those used in a traditional
largely a result of the development of powerfulmainframe environment. Strict rules should gov-
microcomputers or PCs. Microcomputers ar@rn the ability of users to access information. As
now powerful enough to process significantn general rule, no user should be able to access
applications when used as stand-alone systemsformation that is beyond what is needed to
These micrcomputers can also be connected perform the tasks required by his or her job
a host computer and configured to serve as @escription. In this new environment, manage-
data entry or display terminal. In this terminal-ment and staff should assume responsibility for
emulation mode, information can be passethe information assets of the organization.
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Computer Services

Examination Objectives
Effective date May 1996

Section 4060.2

1. To identify the information systems used by 7. To determine the scope and adequacy of tf

each financial institution in conducting its
daily business.

associated with information systems services.
. To assess the adequacy of the system of
controls to safeguard the integrity of the
data processed in all information systems.

implemented, and tested contingency plans
that will ensure the continued operation o
the institution’s data processing tasks if ant
unforeseen event occurs.

. To ascertain if management has an effectivél-

system in place to monitor the financial
condition of key data processing servicers.

. To determine the effectiveness of and comi2.

pliance with information system (IS) prac-
tices, procedures, and policies.

o,

IS audit function.

~ 8. To assess the types and levels of risk
. To assess the types and levels of risks

associated with information systems ser:
vices received from the institution or other
vendors and assess the quality of control
over those risks.

o determine if the board has developed,g' To determine if the institution is complying

with all applicable laws, rules, and

regulations.

As appropriate, to complete or update th
internal control questionnaire.

To prepare comments for the report of
examination on significant deficiencies anc
recommended corrective action.

To update the workpapers with any
information that will facilitate future
examinations.
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Computer Services

Examination Procedures
Effective date March 1984

Section 4060.3

1. Identify and list'update the major automated computer services in accordance with the

banking applications. For those processed by
outside services, indicate the name and loca®.
tion of each servicer.

. Review any recent EDP reports of examina-
tion performed by the Federal Reserve or
other regulatory authorities and note any
deficiencies. Also, obtain a listing of any
deficiencies noted in the latest audit review.
Determine that all deficiencies have been
properly corrected. (If EDP reports of exam-
ination are not found for all servicers, contact
the Federal Reserve District Office.)

. Complete or update the Computer Service8.
Internal Control Questionnaire for specific
applications identified in step 1.

. Determine whether the bank has properly.
notified the Federal Reserve Bank of new

Bank Service Corporation Act, 12 USC 1865.

Organize the results of the Internal Contro

Questionnaire and discuss the following with

appropriate bank management:

a. Internal control exceptions and noncom:
pliance with written policies, practices
and procedures.

b. Violations of law.

. EDP servicing contract exceptions.

. Overall evaluation of services provided to
the bank, including any problems experi-
enced with the servicer.

Prepare comments for the report of examina

tion on significant deficiencies and recom-

mended corrective action.

Update the workpapers with any information

that will facilitate future examinations.

o0
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Computer Services

Internal Control Questionnaire
Effective date March 1984

Section 4060.4

Review the bank’s internal controls, policies,

practices and procedures regarding computer
services. The bank’s system should be docu-
mented in a complete, concise manner and

should

include, where appropirate, narrative

description, flowcharts, copies of forms used
and other pertinent information. Items marked
with an asterisk require substantiation by obser-
vation or testing.

SERVICER SELECTION

1. Before entering into any service arrange-
ment, did management consider:

OO0 T

—h

g
h

Alternative servicers and related costs?
Financial stability of the servicer?

Emergency backup provisions?

future processing requirements?

. Requirements for termination of service?

Quality of reports?
Insurance requirements?

2. Is there an annual re-evaluation of the
servicer's performance that includes:

a.
b.
c.
d.

CONTRACTS

Financial condition?

Costs?

Ability to meet future needs?
Quality of service?

f. Notice required (either party) for termi-
nation of service and the return of
customer records in machine readable
form?

g. Time schedules for receipt and deliv-
ery of work, including processing
priorities?

. Insurance carried by the servicer?
Liability for documents in transit?
Audit responsibility?

. Provision to supply the serviced insti-
tution with yearly financial statements
(preferably audited with both consoli-
dated and unconsolidated figures whel
applicable)?

~T oo

. Control environment at the data centerINSURANCE

. The ability of the servicer to handle *6. Does the serviced institution’s insurance

coverage include the following provisions:

a. Extended blanket bond fidelity cover-
age to employees of the servicer?

b. Insurance on documents in transit
including the cash letter?

c. If the serviced institution is relying on
the servicer and/or an independent cou
rier for insurance covered in a and b
above, is adequate evidence of tha
coverage on file?

OPERATIONAL CONTROLS

*3. Is each automated application covered by*7. Are duties adequately separated for the
a written contract?
*4. \Were contracts reviewed by legal counsel?
5. Does each service contract cover the fol-
lowing areas:

a.

b.
c.

Ownership and confidentiality of files

and programs?

Liability limits for errors and omissions?

Frequency, content, and format of input
and output?

. Fee structure, including:

1. Current fees?
2. Provisions for changing fees?
3. Fees for special requests?

. Provisions for backup and record

protection?

following functions:

a. Input preparation?

b. Operation of data-entry equipment?

c. Preparation of rejects and unpostec
items for re-entry?

d. Reconcilement of output to input?

e. Output distribution?

f. Reconcilement of output to general
ledger?

g. Posting general ledger?

. Are employee duties periodically rotated

for control and training purposes?

. Do supervisors and/or officers:

a. Adequately review exception reports?
b. Approve adjusting entries?
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4060.4

Computer Services: Internal Control Questionnaire

10.

11.

12.

13.

*14.

*15.

*16.

17.

18.

19.

*20.

Are servicer personnel prohibited from
initiating transactions or correcting data?
Are individuals prohibited from initiating
or authorizing a transaction and then exe-

cuting it? 22.

Are employees at the serviced institution
required to be absent from their duties (by

vacation or job rotation) for two consecu- 23.

tive weeks?
Are master file changes:

a. Requested in writing? 24.

b. Approved by a supervisor?

c. Verified correct after processing?

Are exception reports prepared for:

a. Unposted and rejected items?

b. Supervisory override transactions?

c. Master file changes (before and after)?

d. Dormant account activity?

Does each user department:

a. Establish dollar and non-dollar controls
before they are sent for processing?

b. Receive all scheduled output reports
even when the reports contains no
activity?

c. Review all output and exception reports?

Are current user manuals available for

each application and are they used by the

employees?

Does each user manual cover:

a. Preparation and control
documents?

b. Control, format and use of output?

c. Settlement and reconcilement pro-
cedures?

d. Error correction procedures?

Are users satisfied with the servicer’s per-

formance and output reports (If not,

explain)?

of source

25.

*26.

27.

28.

a. User number?

b. Physical keys?

c. Passwords?

d. Other (Explain)?

Are periodic changes made to numbers/

keys/passwords and are they adequately

controlled?

Are identification numbers/passwords sup-

pressed on all printed output and video

displays?

Are terminals controlled as to:

a. What files can be accessed?

b. What transactions can be initiated?

c. Specific hours of operations?

Do controls over restricted transactions

and overrides include:

a. Supervisory approval?

b. Periodic management review?

Are there exception reports which indicate:

. All transactions made at a terminal?

. All transactions made by an operator?

. Restricted transactions?

. Correcting and reversing entries?

. Dates and times of transactions?
Unsuccessful attempts to gain access
to the system and/or to restricted
information?

g. Unusual activity?

Overall, are there adequate procedures in

effect that prevent unauthorized use of the

data communication systems?

To backup on-line systems:

a. Are off-line capabilities available

(Explain)?

b. Are the off-line capabilities periodically

tested?

SO QOO0 T

Are computer generated entries SUbS%UDITING

quently reviewed and approved by appro-
priate officials?

Does the serviced institution microfilm all
source documents, including cash letters,
before they leave the premises? If so:

a. Is the microfilm stored in a secure 30.

location with limited access?

b. Is an inventory and usage log 31

maintained?

COMMUNICATION CONTROLS

29. Is there an internal auditor or member of

management not directly involved in EDP
activities who has been assigned responsi-
bility for the audit function?

Does that individual have any specialized
audit and/or EDP training?

Are there written internal audit standards
and procedures that require:

a. Review of all automated applications?
b. Reports to the board of directors?

c. Audit workpapers?

32. Does the person responsible for the
*21. Is user access to the data communication  audit function perform the following
network controlled by: procedures:
March 1994 Commercial Bank Examination Manual
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Computer Services: Internal Control Questionnaire 4060

a. Test balancing procedures of all auto- 34. Has the serviced institution used an inde
mated applications including the dispo- pendent auditor to evaluate EDP servicing
sition of rejected and unposted items? (if yes, detail exceptions and corrective

b. Periodically sample masterfile infor- action)?
mation to verify it against source 35 |s the overall audit program for serviced
documents? _ applications considered adequate?

¢. Spot check computer calculations such
as interest on deposits, loans, securities,
loan rebates, service charges and past
due loans?

d. Verify output report totals? CONCLUSION

e. Check accuracy of exception reports? o ) )

f. Review masterfile changes for accuracy 36. Does the foregoing information constitute
and authorization? an adequate basis for evaluating interna

g. Trace transactions to final dispositionto ~ control in that there are no significant
determine adequacy of audit trails? deﬂcn_anues in areas not covered in this

h. Review controls over program change questionnaire that impair any controls.
requests? Explain negative answers briefly and indi-

i. Perform customer confirmations? cate any additional examination proce-

j. Other (Explain)? dures deemed necessary.

33. Does the serviced institution obtain and 37. Based on a composite evaluation, as ev
review the servicer’'s internal or external denced by answers to the foregoing
audits and/or third-party reviews? (If yes, questions, internal control is considerec
detail exceptions and corrective action.) (adequate/inadequate).
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Dividends )
Effective date May 1996 Section 4070.1

INTRODUCTION dends are recorded on the bank’s books as
liability (dividends payable) on the date of
Dividends are distributions of earnings to own-declaration.
ers? Dividends can influence an investor’s will- Adequate capital is critical to the health of
ingness to purchase corporate stock since thiedividual banking organizations and to the
investor generally expects reasonable invessafety and stability of the banking system. A
ment returns. Although dividends usually aremajor determinant of a financial institution’s
declared and paid either in cash or stock, occaapital adequacy is earnings strength and wheth
sionally they are used to distribute real orearnings are retained or paid to shareholders :
personal property. Dividend payments mayash dividends. Dividends are the primary way
reduce capital in some banks to the point ofhat banking organizations provide return tc
supervisory concern. Accordingly, in 1985, theshareholders on their investment.
Federal Reserve Board issued a policy statementDuring profitable periods, dividends represen
on the payment of dividends by state membea return of a portion of a banking organization’s
banks and bank holding companies. In additiomet earnings to its shareholders. During les
certain statutory limitations apply to the pay-profitable periods, dividend rates are ofter
ment of dividends. reduced or sometimes eliminated. The paymer
Examiners should also be aware of a bank’sf cash dividends that are not fully covered by
parent company cash flow needs. In addition tearnings, in effect, represents the return of
the payment of dividends, the parent companportion of an organization’s capital at a time
may need cash for debt service or to fund itsvhen circumstances may indicate instead th
operations. When establishing dividend levelsieed to strengthen capital and concentrate final
from a bank subsidiary, the parent compangial resources on resolving the organization’s
should not set a dividend rate that will placeproblems.
undue pressure on the bank’s ability to maintain As a matter of prudent banking, therefore, &
an adequate level of capital. bank or bank holding company generally shoulc
continue its existing rate of cash dividends or
common stock only if—

1985 POLICY STATEMENT ON

PAYMENT OF DIVIDENDS « the organization’s net income available to
common shareholders over the past year he

been sufficient to fully fund the dividends; and
the prospective rate of earnings retentior
appears consistent with the organization’s cap
tal needs, asset quality, and overall financiz
condition.

Declaration of a dividend requires formal action
by the board of directors to designate the mediurh
of payment, dividend rate, shareholder record
date, and date of payment. Dividends may be
declared at the discretion of the board. Divi-

Any banking organization whose cash divi-

1. Other payments not called dividends may also be distridendS are inconsistent with either of these cri
butions of earnings to owners. These distributions or “con-,

structive dividends” may be termed fees, bonuses, or othe'ierifa Sh_OUId _S(_ariousw consider redu_cmg c_>r elimi
payments. Constructive dividends are distinct from legitimatating its dividends. Such an action will help
fees, bonuses, and other payments, which are reasonabigognserve the organization's capital base an

adequately documented, and for valuable goods and servic e H ; ;
provided to the bank. Constructive dividends may create gl%|p it in Weatherlng a perlod of adverSIty'

potential tax liability and indicate control issues or insider A banking organization that is experiencing
self-dealing, and may portend shareholder lawsuits againfinancial problems or that has inadequate capit:
lnszldiff- board meml;ffsuda“? (tjhe btaﬂk- ot _should not borrow to pay dividends; this would

. At a minimum, board of directors’ minutes approving o ; |
declaration and payment of a dividend should include thregesun.m |_ncreased Ieverage a.'t the very ime th
components: (1) “as of” date to identify shareholders oflorgamz.auon.ne.eCIS to reduce its debt or consen
record to receive the dividend (date of record), (2) amountits capital. Similarly, the payment of dividends
description of the dividend, and (3) identification of the datehgsed So|e|y or |arge|y on gains resumng from

on which the dividend payment is to take place (date o ; ;
payment). There may also be additional legal requirement nusual or nonrecurring events may be impru

that should be documented depending on state laws and tR€Nt. Unusual or nonrecurring events may
nature of the dividend. include the sale of assets, effects of accountin
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4070.1 Dividends

changes, the postponement of large expensesdections are implemented through section 208.19
future periods, or negative provisions to theof regulation H.
allowance for loan and lease losses. Under section 56, prior regulatory and share-
holder approval must be obtained if the dividend
would exceed the bank’s undivided profits
STATUTORY LIMITATIONS (retained earnings) as reportable in its Reports
of Condition and Income (call report$)In
Three major federal statutory limitations goverrddition, the bank may also include amounts
the payment of dividends by banks. Thes€ontained in its surplus account, if the amounts
limitations, included in sections 18310, 56, and&flect transfers made in prior periods of undi-
60 of title 12 of the United States Code (USC),ided profits and if regulatory approval for the
apply to cash dividends or property dividendgransfer back to undivided profits is obtained.
paid with assets other than cash. However, Under section 60, prior regulatory approval to
common stock dividends (dividends payable irdeclare_a_dlwdend must be obtained if the total
common stock to all the common shareholder8f all dividends declared during the calendar
of the bank) may be paid regardless of th¢/€an including the proposed dividend, exceeds
statutory limitations since such dividends do not"® sum of the net income earned during the
reduce the bank’s capital. In addition, the examyear-to-date and the retained net income of the
iner needs to be aware of any state law(g)rior two calendar years as reported in its call
governing dividend payments. reports. In determining this limitation, any divi-
dends declared on common or preferred stock
during the period and any required transfers to
. . surplus or a fund for the retirement of any
Prompt Corrective Action preferred stock must be deducted from net
earnings to determine the net income and
‘etained net income.
These statutory limitations are tied to the
eclaration date of the dividend, because at that

Section 18310, also referred to as the promp
corrective-action (PCA) provision, was adopte
in 1991 as part of the Federal Deposit Insurancg

Corporation Improvement Act. Section 1831Qime shareholders expect the dividends will be

gp;l)ligjs to_all insureg debpoiitory cijnstitgtiorllspaid a liability is recorded, and the bank’s
including state member banks and is impler_ (. ; L oy
mented through section 208.35 of Regulation HEapltal is reduced. If the bank’s board of direc

Thi lat " hibits th t ors wishes to declare a dividend between call
IS regulatory section pronibits the payment 0l oot gates, the earnings or losses incurred

dividends_in cases where a bank is deemed to l%?nce the last call report date should be consid-
undercapitalized or where the payment of th red in the calculation. Thus. if a bank's
dividend would make the bank undercapitalize%ividend_paying capacity.might be limited un-

in accordance with the PCA framework. Anya - sactions 56 or 60, the bank should ensure it

organizaftilggpfhat is undercapi_taliz(;a_d_dfordpufr-has sufficient capacity to declare the dividend by
poses of PCA must cease paying dividends 0rrnaintaining sufficient documentation to sub-
as long as it is deemed to be undercapitalized.

Once earnings have begun to improve and an

adequate capital position has been restored, - -

dividend payments may resume in accordancFéed'eral Reserye System (“state nonmember banks”) are 'not
. L Ubject to sections 56 and 60. However, they may be subject

with federal and state statutory limitations ancfo similar dividend restrictions under state law.

guidelines. Sections 56 and 60 4. Although the language of section 56 might imply that a
dividend cannot be declared in excess of the limit even if

Sections 56 and 60 (sections 5204 and 5199(53]9“'“"'3’ approval were obtained, a “return of capital® to
- . Shareholders is allowed under section 59 if the bank obtains
of the ReV|Sed_StatUtes) were first adopted &tior regulatory approval and approval of at least two-thirds of
part of the National Bank Act more than 100each class of shareholders.
years ago. Although these sections were made5. In rare circumstances where the surplus of a state
applicable to national banks, they also apply t(%ember banl_< is _Iess thgn what appll(_:able state law requires
L e bank maintain relative to its capital stock account, the
state member banks under the provisions Gfynk may be required to transfer amounts from its undivided
section 9 of the Federal Reserve Acthese profits account to surplus. This may arise, for example,
because some states require surplus to equal or exceed 100
—_— percent of the capital stock account. Such required transfers
3. State-chartered banks that are not members of theould reduce the section 60 calculation.
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Dividends 4070.1

stantiate its earnings or losses on an accrubknk to declare dividends in excess of section 6
basis for the period since the last call report datdimits. Before approving the request, the Reserv

Bank should consider if the proposed dividenc

is consistent with the bank’s capital needs, asst
REQUEST FOR REGULATORY quality, and overall financial condition.
APPROVAL If applicable, examiners should verify that

prior approval was obtained from the Federa
When regulatory approval is required for divi-Reserve Bank, and, if required, at least two
dend payments under section 56 or 60, ththirds of each class of stockholders before thi
request should be submitted to the appropriatdividend was paid. Violations of law or noncon-
Federal Reserve Bank. In section 265.11 of thibormance with the Federal Reserve Board’s
Rules Regarding Delegation of Authority, sub-policy statement should be discussed with ban
paragraph (e)(4), the Reserve Banks have beamanagement and noted in the examinatiol
delegated authority to permit a state membeieport.
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Dividends

Examination Objectives
Effective date May 1996

Section 4070.2

. To determine if the policies, practices, pro-6.
cedures, and internal controls regarding divi-
dends are adequate and whether they are
being followed.

. To determine if bank directors, officers, and
employees are operating in compliance withy
the established guidelines.

. To evaluate the propriety and consistency of
the bank’s present and planned dividend
policy in light of existing conditions and
future plans.

. To determine that the scope of the audit
function is adequate. 9.
. To determine if any dividends declared exceed
the section 18310 limitation, and, if so, to
inform the enforcement section of the Fed-
eral Reserve Bank.

To determine if any dividends declared excee
the section 56 and 60 limitations, and, if so,
whether the respective required approval:
from the Federal Reserve Bank and share
holders were obtained.

To determine whether the dividend payment
comply with the Board’s policy statement
concerning dividend payments of banks anc
bank holding companies.

8. To determine compliance with other applica-

ble laws and regulations.

To initiate corrective action when policies,
procedures, or internal controls are deficien
or when violations of laws or regulations
have been noted.
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Dividends

Examination Procedures )
Effective date September 1992 Section 4070.3

1. If selected for use, complete or update the
dividends section of the Internal Control
Questionnaire.

2. Based on the evaluation of internal controls
and the work performed by internal/external-€SS:
auditors, determine the scope of the Commonand
examination. p!'e_ferred stock

3. Test for compliance with policies, practices, dividends declared
procedures and internal controls. Also obtain (Schedule RI-A,
a listing of any deficiencies noted in the latest 'tém 7 + ltem 8)
internal/external auditor reports from the )
examiner assigned “Internal Control.” Deter- Retained net
mine if appropriate corrective action hasprofits available
been taken. for dividends

4. a. If dividends were declared since the last———F—

examination, complete the Dividend Lim- * Section 60 Limitation
itations worksheets to determine whether
the bank was in compliance with theSection 56 Computation
following sections of the U.S. Revised o )
Statutes, as they are interpreted by Sectiodndivided profits (Schedule RC,
208.19 of Regulation H: Item 26a) —
¢ 12 USC 60 (section 5199, Revised Stat-
utes) which establishes restriction baseéddd:
upon the current and prior two years’ Surplus in excess of state
retained net income, as adjusted for regulatory requirements that was
required transfers to surplus. The table earned and is transferred, with
included below may be used for the prior regulatory approval, back to
calculation. undivided profits -
¢ 12 USC 56 (section 5204, Revised Stat-
utes) which establishes restriction onLess:
dividends based on the bank’s undi- Excess of statutory bad debts over
vided profits, as adjusted for any sur- the allowance for loan and lease
plus transferred, with prior regulatory losses (generally zero) -
approval, back to undivided profits and
the excess, if any, of statutory bad debtSection 56 Limitation
over the allowance of loan and lease

Year
19 19 19 Total

losses.
) ) References in the table are to schedules in tr
Section 60 Computation Reports of Condition and Income.
Year b. In the above, determine whether the div-
19 19 19 Total idend exceeded the section 56 or 60 limits
and, if so, whether the dividend received
Net Income (Loss) prior approval. Dividends declared in
(Schedule RC, excess of the section 56 limitation must
Iltem 26a) receive prior Federal Reserve approva
and approval of at least two-thirds of the
Less: shares of each class of stock outstanc
Required transfers ing, pursuant to 12 USC 59. Dividends
to surplus under declared in excess of the Section 60 lim-
state law itation must receive prior Federal Reserve
(generally zero) approval.
Commercial Bank Examination Manual March 1994
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4070.3 Dividends: Examination Procedures

5. Review the examination findings with the7. Update the workpapers with the current
examiner-in-charge in preparation for discus- Dividend Limitations worksheets and any
sion with appropriate management. information that will facilitate future

6. Prepare comments of the examination report examinations.
on the bank’s dividend practices including
any deficiencies noted.
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Dividends

Internal Control Questionnaire
Effective date September 1992

Section 4070.4

Review the bank’s internal controls, policies,

practices and procedures for paying dividends.
The bank’s system should be documented in *b.
complete and concise manner and should include,
where appropriate, narrative descriptions, flow*6.
charts, copies of forms used and other pertinent

information. Items marked with an asterisk re-
quire substantiation by observation or testing.

preparation, signing and distribution of div-
idend checks?

Are dividend checks reconciled in detail
before mailing?

Is control maintained over the use of seri-
ally numbered dividend checks to ensure
that they are issued sequentially?

CONCLUSION

GENERAL

*2.

*3.

*4.

1. Does the foregoing information provide an
1. Does the bank employ the services of an adequate basis for evaluating internal con

independent dividend paying agent?

trol? If significant deficiencies in areas not

Has the board of directors passed a resolu- included in this questionnaire impair con-

tion designating those officers who are
authorized to sign dividend checks?

trols, indicate additional examination proce-
dures deemed necessary.

Are unused dividend checks under duaR. Based on a composite evaluation, as ev

control?

denced by answers to the foregoing

Does the bank’s system require separation questions, is internal control considerec

of duties regarding custody, authorization,

adequate?

Commercial Bank Examination Manual

March 1994
Page 1



Employee Benefit Trusts _
Effective date May 1996 Section 4080.1

Employee benefit trusts are specialized trusti®ig new nondiscrimination rules covering plan
most commonly established to provide retirecontributions and distributions. Virtually all
ment benefits to employees. However, they magualified plans had to be amended to comply
also be established for employee stock ownemith this law.
ship or thrift purposes, or to provide medical, A specific statutory provision of ERISA man-
accident, and disability benefits. There are qualdates the exchange of information among fed
fied and unqualified plans. Retirement plans areral agencies. Accordingly, the federal banking
qualified under section 401 of the Internal Revagencies have entered into an agreement wi
enue Code (IRC), and employee benefit trustthe DOL whereby a banking agency noting any
are tax exempt under section 501(a) of the IRCpossible ERISA violations that meet certain
The major types of qualified plans are profitspecific criteria will refer the matter to the DOL.
sharing, money purchase, stock bonus, employee ERISA imposes very complex requirements
stock ownership plans (ESOPS), 401(k) plansn banks acting as trustees or in other fiduciar
and defined benefit pension plans. capacities for employee benefit trusts. Sever
Since 1974, state jurisdiction of employeepenalties can result from violations of statutory
benefit trusts and their administration has beeabligations. With respect to a bank’s own
largely preempted by a comprehensive schenemployees’ retirement plan, the bank (or “plan
of federal laws and regulations under thesponsor”), regardless of whether it is namec
Employee Retirement Income Security Act oftrustee, is still a “party-in-interest” pursuant to
1974 (ERISA). ERISA is divided into four the statute. Therefore, unless a transaction qua
titles: Title |, “Protection of Employee Benefit fies for narrowly defined statutory exemptions
Rights,” includes the fiduciary responsibility (or unless it is the subject of a specific “indi-
provisions (in part 4) that are interpreted andiidual” exemption granted by the DOL), any
enforced by the U.S. Department of Labortransaction involving the purchase or sale of al
(DOL). Title 1, “Amendments to the Internal asset of the plan from or to the bank, any
Revenue Code Relating to Retirement Plans,” igffiliate, officer, or employee could constitute a
similar to Title I, but the Internal Revenue prohibited transaction under ERISA.
Service (IRS) is responsible for its enforcement. The current and projected costs of employe
Title 111, “Jurisdiction, Administration, Enforce- benefit plans should be analyzed for their impac
ment,” grants jurisdiction and powers for admin-on the expenses and overall financial conditio
istration to various governmental units. Title IV, of the bank. Excessive pension or profit-sharin
“Plan Termination Insurance,” establishes thebenefits, large expense accounts, employme
Pension Benefit Guaranty Corporation (PBGC)contracts, or bonuses for officers or director:
The PBGC ensures that defined benefit plangspecially if they are also large shareholders
have sufficient resources to provide minimuncould prove detrimental and even lead to civil
levels of benefits to participants. In addition toliability for the bank or its board.
the PBGC, the primary agencies that have pro- Depending on the type of plan and the allo-
mulgated necessary regulations and interpretgations of its fiduciary duties, certain reporting,
tions pursuant to ERISA are the DOL and IRSdisclosure, and plan design requirements ar
However, state and federal banking agencigsnposed on the plan sponsor and/or its desic
also have a recognized role under this statutenated supervising committee. Therefore, a ban
Numerous laws affecting employee benefishould have appropriate expertise, policies, an
plans have been enacted since the adoption pfocedures to properly administer the type o
ERISA; however, the most sweeping changesmployee benefit accounts established for it
were imposed by the Tax Reform Act of 1986.employees.
These changes include (1) imposing numerous If an examiner, as part of any examination
excise taxes on employers and employees fassignment, detects possible prohibited transa
failure to meet new plan contribution and distri-tions, self-dealing, or other questionable activi-
bution rules, (2) lowering the maximum amountties involving the bank’s employee benefit plan,
of contributions and benefits allowed undemn appropriate investigation should be under
qualified defined contribution and defined benetaken. Substantial conversions of existing define
fit plans, (3) lowering the amount an individualbenefit plans or plan assets into holdings of ban
can contribute to a 401(k) plan, and (4) provid-or affiliate stock, under certain circumstances
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4080.1 Employee Benefit Trusts

could involve ERISA violations. An examiner fit plan is not trusteed by the bank or by an
should refer a complicated question arising ouaffiliate bank subject to supervision by a federal
of any of these situations to the examiner-inbanking agency. Parts | and Il may be completed
charge for resolution or submission to theby a trust specialist, if available. When a bank
Reserve Bank. trust department is named as trustee, the exam-

Part | of the following examination proce- iner should determine whether compliance with
dures (section 4080.3) should be completed fdERISA was reviewed during the previous trust
every commercial bank examination; part llexamination. If not, then part Il should be
should also be completed if the employee benesompleted.
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Employee Benefit Trusts

Examination Objectives _
Effective date May 1996 Section 4080.2

1. To determine if the policies, practices, pro4. To determine compliance with laws, regula-
cedures, internal controls, and available tions, and instrument provisions.
expertise regarding employee benefit trustS. To initiate corrective action when policies,
are adequate. practices, procedures, or internal controls ar
2. To determine if bank officers are operating in  deficient or when violations of laws, regula-
conformance with the established guidelines. tions, or the governing instruments have beel
3. To evaluate the impact of employee benefit noted.
plans and related benefits on the financial
condition of the bank.
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Employee Benefit Trusts

Examination Procedures
Effective date December 1985

Section 4080.3

PART | (42%), listed stocks (53%) and cash equiv:

alents. Bank of , as trustee,
has sole investment responsibility.

If a plan is a defined benefit pension plan
ascertain the actuarily-determined amoun

1. If selected for implementation, complete or
update the Employee Benefit Trusts section5,
of the Internal Controls Questionnaire.

2. Test for compliance with policies, practices,

procedures and internal controls in conjunc-
tion with performing the remaining exami-

of unfunded pension liability, if any, and the
bank’s arrangements for amortization. (Note
Unfunded pension liability represents a con

tingent liability per instructions for the
Report of Condition.)

Determine if the current and projected
costs of the employee benefit plan(s) is
reasonable in light of the bank’s financial
condition.

nation procedures. Also obtain a listing of
any deficiencies noted in the latest review
done by internal/external auditors from the 6.
examiner assigned “Internal Control,” and
determine if appropriate corrections have
been made.

3. Determine the approximate number, size
and types of employee benefit plans held Complete part Il of these procedures, if appli-
for the benefit of the bank’s officers andcable, then continue to step 7, below. Part Il i
employees. to be completed when a plan for the bank’s

4. Obtain plan instruments or amendment§Mployees is administered by the bank or a ban
thereto (if any) and summarize key feature§ommittee and is not trusteed by the bank itsel
for the work papers. As appropriate, add of" @n afflllate_ bank subject to supervision by &
update the following information: federal banking agency.

a. Date of adoption of new plan or amend-
ment and brief summary of the plan or
amendment.

b. Parties or committees named trustee and
(if different) person(s) responsible for
making investment decisions.

c. Individuals, committees or outside par-
ties named as responsible for plan
administration.

d. Basic investment/funding characteristics
(e.g., “non-contributory profit-sharing,
up to 100% in own BHC stock;” “con-
tributory defined benefit pension plan,
purchasing diversified securities,” etc.).

e. Latest Form 5500 (IRS) filed for
plan (may be omitted if plan administra-
tor is an affiliate bank or bank holding
company).

7. Determine whether any instances of possi
ble violations of ERISA have been noted,
and that as to each such instance, ful
information has been developed for curren
workpapers to support a referral to DOL
pursuant to SR-81-697/TR-81-46.

Note: While the final decision on whether
or not to make a referral to the DOL is to be
made by the Board’s staff after receipt of
the report of examination, complete infor-
mation should always be obtained regardin
possible ERISA violations in the event the
decision is made to refer the matter. If
gathering certain of the information would
impose an undue burden upon the resource
of the examiners or the bank, Board’s staff
(Trust Activities Program) should be con-
sulted. Where a significant prohibited trans:

Example: First Bank established a non-

contributory profit sharing trust in 1975 for

all officers and employees. Latest amend-
ment, as of December 31, 19XX, made
technical alterations to the vesting and for-
feiture provisions. The most recent avail-
able valuation of the trust's assets, dated
June 30, 19XX, indicated total assets of

action such as self dealing has taken place
the bank should be clearly informed that it
is expected to undertake all such corrective
and/or remedial actions as are necessal
under the circumstances. One measur
would be for the bank to apply to the DOL
for a retroactive exemption under ERISA
section 408(a).

$22,093,000 (market value). Assets were8. Reach a conclusion concerning:

comprised of U.S. government securities

a. The adequacy of policies, practices an(
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4080.3

Employee Benefit Trusts: Examination Procedures

10.

procedures relating to employee benefit
trusts.

b. The manner in which bank officers are
operating in conformance with estab-
lished policy.

. The accuracy and completeness of any
schedules obtained.

. Internal control deficiencies or exceptions.

. The quality of departmental management.
Other matters of significance.

(2]

0D Q

. Prepare in appropriate report format, and

discuss with appropriate officer(s):

a. Violations of laws and regulations. 2.

b. Recommended corrective action when
policies, practices or procedures are
deficient.

Update the workpapers with any informa-

tion that will facilitate future examinations.

PART II

1. Review plan asset listings, valuations, or

printouts obtained for any instances of pos-

sible prohibited transactions (ERISA sec-

tions 406(a) and (b)). The listings should
include holdings of:

a. Loans.

b. Leases.

c. Real Estate.

d. Employer stock or other securities or
obligations.

e. Own bank time deposits.

f. Other assets which might constitute, or
result from, prohibited transactions.

Review transaction(s)/holding(s) in the pre-

vious step for conformity to:

a. ERISA provisions regarding employer
securities or real estate (sections 407(a),
(b) and (c)) and related regulations.

b. Statutory exemptions of ERISA (section
408(b)).

c. “Exclusive benefit,” prudence and diver-
sification requirements of ERISA (sec-
tions 404(a) and (b)).

March 1994
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Employee Benefit Trusts

Internal Control Questionnaire
Effective date December 1985

Section 4080.4

Review the bank’s internal controls, policies,
practices and procedures for employee benefit
accounts. The bank’s system should be docu-
mented in a complete and concise manner and
should include, where appropriate, narrative
descriptions, flowcharts, copies of forms used
and other pertinent information. Part | should be
completed as part of every examination; both
parts | and Il should be completed whenever the
plan, administered by the bank or a bank com-
mittee, isnottrusteed by the bank itself or by an
affiliate bank subject to supervision by a federal
banking agency.

PART |

1. Are new employee benefit plans, significant

*2.

amendments thereto, and related costs and

features approved by the bank’s board of

directors?

Does the institution obtain and maintain on

file the following minimum documentation:

a. The plan and the corporate resolution
adopting it?

b. IRS “determination” or “opinion” letter
substantiating the tax-exempt status of
the plan?

c. The trust agreement and the corporate
resolution appointing the trustee(s), if
applicable? (On occasion, fully insured
plans may have no named trustee.)

d. Amendments to the plan or trust
documents? 2.

. Ifthe bank or a committee of its officers and

employees acts as plan administrator for
any plan(s), does it have internal procedures
and/or has it arranged by contract for exter-
nal administrative expertise sufficient to

assure compliance with reporting, disclo-

sure and other administrative requirements
of ERISA and related regulations?

. Have the bank, its officers, directors or

employees, or any affiliate(s) entered into
any transactions to buy or sell assets to the
bank’s employee benefit plan(s)?

. Do plan investments conform to instrument

investment provisions?

PART II

1. When exercising fiduciary responsibility in

the purchase or retention of employer secu

rities or employer real estate, does the ban

have procedures to assure conformity witf

ERISA section 407 and related provisions?
Note: The requirements of ERISA and the

associated DOL regulation with respect to

“employer securities and employer real

estate” include:

a. A plan may not acquire or hold any but
“qualifying employer securities and
employer real estate.”

b. A defined benefit plan may hold no more

than 10 percent of the fair market value of

its assets in qualifying employer securities
and/or qualifying employer real property,
except as provided by ERISA sections

407(a)(3) or 414(c)(1) and (2), and adoptec

regulations.

Any dispositions of such property from a

plan to a party-in-interest shall conform to

ERISA sections 414(c)(3) and (5) and

adopted regulations, but certain acquisi

tions and sales may be made pursuant t

the section 408(a) exemption.

d. The plan instrument, for an eligible indi-
vidual account plan which is to hold in
excess of 10 percent of the fair market
value of its assets in qualifying employer
securities or real property, shall provide
explicitly the extent to which such plan
may hold such assets. [ERISA sections
407(b)(1) and (d)(3)]

Does the bank have procedures to ensul

conformance to the following statutory

exemptions (and associated regulations) fror
the prohibited transactions provisions of

ERISA:

a. Loans made by the plan to parties-in-
interest who are participants or beneficia:
ries? [ERISA section 408(b)(1)]

b. Investment in deposits which bear a rea
sonable rate of interest of a bank which is
a fiduciary of the plan? [ERISA section
408(b)(4)]

Note: Other statutory exemptions which
may on occasion be applicable are:

c. Arrangements for office space or legal,
accounting or other necessary services
[ERISA section 408(b)(2)]

d. Loans to employee stock ownership trusts
[ERISA section 408(b)(3)]

C.
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4080.4 Employee Benefit Trusts: Internal Control Questionnaire

e. Transactions between a plan and a collec- a. To ensure that duties are executed for the

tive trust fund maintained by a party-in- exclusive benefit of plan participants and
interest which is a bank or trust company? beneficiaries, in accordance with the “pru-
[section 408(b)(8)] dent man” standard? [ERISA sections

f. Providing of any ancillary service by a 404(a)(1)(A) and (B)]
bank or trust company which is a fiduciary  b. To ensure that investments are diversified,
of the plan? [ERISA section 408(b)(6)] unless it is clearly prudent not to do so or
3. If exercising or sharing fiduciary responsibil- otherwise excepted by other provisions of
ity, does the bank have procedures designed:  ERISA? [ERISA section 404(a)(1)(C)]

March 1994
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Interest-Rate Risk Management _
Effective Date November 1996 Section 4090.1

INTRODUCTION including the role and importance of a preex-
amination risk assessment, proper scoping of th
Interest-rate risk (IRR) is the exposure of arexamination, and the testing and verification o
institution’s financial condition to adverse move-both the management process and internal me
ments in interest rates. Accepting this risk is gures of the level of IRR exposute.
normal part of banking and can be an important
source of profitability and shareholder value.
However, excessive levels of IRR can pose SFOURCES AND EFFECTS OF IRR
significant threat to an institution’s earnings and
capital base. Accordingly, effective risk manageSources of IRR
ment that maintains IRR at prudent levels is
essential to the safety and soundness of bankif financial intermediaries, banks encounte
institutions. IRR in several ways. The primary and most
Evaluating an institution’s exposure to changegiscussed source of IRR is differences in the
in interest rates is an important element of anyiming of the repricing of bank assets, liabilities,
full-scope examination and, for some institu-2nd off-balance-sheet (OBS) instruments
tions, may be the sole topic for specialized oRepricing mismatches are fundamental to th
targeted examinations. Such an evaluatioRusiness of banking and generally occur fron
includes assessing both the adequacy of ttRither borrowing short-term to fund longer-term
management process used to control IRR ar@psets or borrowing long-term to fund shorter
the quantitative level of exposure. When assesterm assets. Such mismatches can expose
ing the IRR management process, examinef8stitution to adverse changes in both the overa
should ensure that appropriate policies, procdevel of interest rates (parallel shifts in the yield
dures, management information systems, arfélrve) and the relative level of rates across th
internal controls are in place to maintain IRR atield curve (nonparallel shifts in the yield curve).
prudent levels with consistency and continuity. Another important source of IRR, commonly
Evaluating the quantitative level of IRR expo-referred to as basis risk, is the imperfect corre
sure requires examiners to assess the existif@fion in the adjustment of the rates earned an
and potential future effects of changes in intereftaid on different instruments with otherwise
rates on an institution’s financial condition,similar repricing characteristics (for example, &
including its capital adequacy, earnings, liquidthree-month Treasury bill versus a three-montl
ity, and, where appropriate, asset quality. T&-IBOR). When interest rates change, these dif
ensure that these assessments are both effectf@gences can change the cash flows and earnin
and efficient, examiner resources must be apprépread between assets, liabilities, and OB.
priately targeted at those elements of IRR thdfstruments of similar maturities or repricing
pose the greatest threat to the financial conditiofiequencies.
of an institution. This targeting requires an An additional and increasingly important
examination process built on a well-focusedsource of IRR is the options in many bank asse
assessment of IRR exposure before the on-sit@bility, and OBS portfolios. An option pro-
engagement, a clearly defined examination
scope, and a comprehensive program for follow-————
ing up on examination findings and ongoing 1. This section incorporates and builds on the principles

e ; ; ; ; :yand guidance provided in SR-96-13, “Interagency Guidance
monitoring. This section pI’OVIdeS examiner gwd on Sound Practices for Managing Interest Rate Risk.” It alsc

ance f_OI‘ assessing both the adequacy of gkkorporates, where appropriate, fundamental risk-manageme
institution’s IRR management process and therinciples and supervisory policies and approaches identifie
quantitative level of its IRR exposure. Thein SR-93-69, “Examining Risk-Management and Internal

: i ; o ontrols for Trading Activities of Banking Organizations”;
section begms with & deSCI’IptIOI’l of the SOUFCE%R_QS_”’ “Evaluating the Risk Management of Securities

and effects Qf IRR, f0"0W9q by a discussion pfand Derivative Contracts Used in Nontrading Activities”;
sound practices for managing IRR. The sectioBRrR-95-22, “Enhanced Framework for Supervising the U.S.

then outlines examination considerations irPperations of Foreign Banking Organizations”; SR-95-51,

: ot ~Rating the Adequacy of Risk Management Processes an
assessing the quantitative level of IRR exposur(?'ternal Controls at State Member Banks and Bank Holding

Finally, th? S?Ction discusses key elements ompanies”; and SR-96-14, “Risk-Focused Examinations
the examination process used to assess IRdRd Inspections.”
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4090.1 Interest-Rate Risk Management

vides the holder with the right, but not the Market interest rates also affect thalueof a
obligation, to buy, sell, or in some manner altebank’s assets, liabilities, and OBS instruments
the cash flow of an instrument or financialand, thus, have a direct effect on the value of an
contract. Options may be distinct instrumentsinstitution’s equity capital. The effect of rates on
such as exchange-traded and over-the-countire economic valuef an institution’s holdings
contracts, or they may be embedded within thand equity capital is a particularly important
contractual terms of other instruments. Examplesonsideration for shareholders, management, and
of instruments with embedded options includesupervisors alike. The economic value of an
bonds and notes with call or put provisions (e.g.instrument is an assessment of the present value
callable U.S. agency notes), loans that givef its expected net future cash flows, discounted
borrowers the right to prepay balances withouto reflect market ratesBy extension, an insti-
penalty (e.g., residential mortgage loans), antltion’s economic value of equity (EVE) can be
various types of nonmaturity deposit instru-viewed as the present value of the expected cash
ments that give depositors the right to withdrawflows on assets minus the present value of the
funds at any time without penalty (e.g., coreexpected cash flows on liabilities plus the net
deposits). If not adequately managed, the asynpresent value of the expected cash flows on OBS
metrical payoff characteristics of options carinstruments. Economic values, which may differ
pose significant risk to the banking institutionsfrom reported book values due to GAAP
that sell them. Generally, the options, bothaccounting conventions, can provide a number
explicit and embedded, held by bank customersf useful insights into the current and potential
are exercised to the advantage of the holder, néuture financial condition of an institution. Eco-
the bank. Moreover, an increasing array ohomic values reflect one view of the ongoing
options can involve highly complex contractworth of the institution and can often provide a
terms that may substantially magnify the effecbasis for assessing past management decisions
of changing reference values on the value of tha light of current circumstances. Moreover,
option and, thus, magnify the asymmetry ofeconomic values can offer comprehensive in-
option payoffs. sights into the potential future direction of
earnings performance since changes in the eco-
nomic value of an institution’s equity reflect
changes in the present value of the bank’s future
Effects of IRR earnings arising from its current holdings.
Generally, commercial banking institutions
Repricing mismatches, basis risk, options, antlave adequately managed their IRR exposures
other aspects of a bank’s holdings and activitieand few have failed solely as a result of adverse
can expose an institution’s earnings and value tmterest-rate movements. Nevertheless, changes
adverse changes in market interest rates. The interest rates can have negative effects on
effect of interest rates on accrual mported bank profitability and must be carefully man-
earningsis the most common focal point. In aged, especially given the rapid pace of financial
assessing the effects of changing rates on earimnovation and the heightened level of compe-
ings, most banks focus primarily on their nettiition among all types of financial institutions.
interest income—the difference between total
interest income and total interest expense. How-
ever, as banks have expanded into new activiti@OUND IRR MANAGEMENT
to generate new types of fee-based and oth?R ACTICES
non-interest income, a focus on overall ne
income is becoming more appropriate. The NoMxg js the case in managing other types of risk,
interest income arising from many activities,
such as loan servicing and various asset= - )
Securilzation programs, can be highly sensifive,, o M 1SUuTent, cconemicvaues ey be e sane

f[O Changes in market 'ntere‘St rate.s. A$ NONgyailable. The fair value of an instrument is generally consid-
interest income becomes an increasingly impolered to be the amount at which the instrument could be
tant source of bank earnings, both bank margxchanged in a current transaction between willing parties
agement and supervisors need to take a broadge’ than in a forced or liquidation sale. Even then, the

b . - —economic values of instruments and firms may differ from fair
view of the potentlal effects of Changes Nyalues due to unique insights on the intrinsic value of

market interest rates on bank earnings. instruments derived on a going-concern basis.
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Interest-Rate Risk Management 4090.1

sound IRR management involves effective boardhanagement functions are conducted effectivel
and senior management oversight and a comprand objectively. Larger, more complex institu-
hensive risk-management process that includé®ns may have separate and independent ris|
the following elements: management units.

« effective policies and procedures designed to .
control the nature and amount of IRR, includ-Board and Senior Management
ing clearly defined IRR limits and lines of Oversight
responsibility and authority
« appropriate risk-measurement, monitoring, angffective oversight by a bank’s board of direc-
reporting systems tors and senior management is critical to a soun
« systematic internal controls that include thdRR management process. The board and seni
internal or external review and/or audit of keymanagement should be aware of their respons
elements of the risk-management process bilities related to IRR management, understan
the nature and level of interest-rate risk taken b
The formality and sophistication used in manthe bank, and ensure that the formality anc
aging IRR depends on the size and sophisticgophistication of the risk-management process |
tion of the institution, the nature and complexityappropriate for the overall level of risk.
of its holdings and activities, and the overall
Ievel_of its IRR. AdeqL_late IRR managemenigq,rd of Directors
practices can vary considerably. For example, a

sma!l institution vyith noncomplex activities and The poard of directors has the ultimate respor
holdings, a relatively short-term balance-she&jyjjity for the level of IRR taken by the insti-
structure presenting a low IRR profile, andyiion. The board should approve business stra
senior managers and directors who are activelygies and significant policies that govern o
involved in the details of day-to-day operation§pfiyence the institution’s interest-rate risk. It
may be able to rely on relatively simple andshoyid articulate overall IRR objectives and
informal IRR management systems. _should ensure the provision of clear guidance o
More complex institutions and those withine |evel of acceptable IRRThe board should
higher interest-rate risk exposures or holdings of5q approve policies and procedures that ider
complex instruments may require more elaboﬁfy lines of authority and responsibility for
rate and for_mal IRR management systems tﬁ1anaging IRR exposures.
address their broader and typically more com- pjrectors should understand the nature of th
plex range of financial activities, as well asyisks to their institution and ensure that manage
provide senior managers and directors with thg,en js identifying, measuring, monitoring, and
information they need to monitor and direcCteontroliing these risks. Accordingly, the board
day-to-day activities. The more complex interestsh o1 monitor the performance and IRR profile
rate risk management processes often employed he institution and periodically review infor-
at these institutions may require more formajyation that is timely and sufiiciently detailed to
internal controls, such as internal and externaljio directors to understand and assess the IR
audits, to ensure the integrity of the informationacing the institution’s key portfolios and the
senior officials use to oversee compliance Withstitution as a whole. The frequency of these
policies and limits. , reviews depends on the sophistication of the
Individuals involved in the risk-managementinstitytion, the complexity of its holdings, and
process should be sufficiently independent ofye materiality of changes in its holdings betweet
business lines to ensure adequate separation @{jews. Institutions holding significant posi-
duties and avoid potential conflicts of interestjgns in complex instruments or with significant
The degree of autonomy these individuals haV@hanges in the composition of holdings woulc
may be a function of the size and complexity ofye expected to have more frequent reviews. |

the institution. In smaller and less complexaqgition, the board should periodically review
institutions with limited resources, it may not be
possible to completely remove individuals with

business-line responsibilities from the risk- 3. For example, objectives for IRR could be set in terms of
enhancement to income, liquidity, and value, while IRR limits

management process. In these cases, fOCHRid be expressed as acceptable levels of volatility in thes
should be directed towards ensuring that risksame areas.
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4090.1 Interest-Rate Risk Management

significant IRR management policies and proceintent. Management is also responsible for main-
dures, as well as overall business strategies thiining (1) adequate systems and standards for
affect the institution’s IRR exposure. measuring risk, (2) standards for valuing posi-
The board of directors should encouragdions and measuring performance, (3) a compre-
discussions between its members and senibensive IRR reporting and monitoring process,
management, as well as between senior managed (4) effective internal controls and review
ment and others in the institution, regarding th@rocesses.
institution’s IRR exposures and management IRR reports to senior management should
process. Board members need not have detailgdovide aggregate information as well as suffi-
technical knowledge of complex financial instru-cient supporting detail so that management can
ments, legal issues, or sophisticated riskassess the sensitivity of the institution to changes
management techniques. However, they an@ market conditions and other important risk
responsible for ensuring that the institution hasactors. Senior management should also periodi-
personnel available who have the necessawally review the organization’s IRR manage-
technical skills and that senior managemenient policies and procedures to ensure that they
fully understands the risks incurred by the instiremain appropriate and sound. Senior manage-
tution and is sufficiently controlling them. ment should also encourage and participate in
A bank’s board of directors may meet itsdiscussions with members of the board and—
responsibilities in a variety of ways, includingwhen appropriate to the size and complexity of
the identification of selected board members tehe institution—with risk-management staff
become directly involved in risk-managementegarding risk-measurement, reporting, and man-
activities by participating on board committeesagement procedures.
or by otherwise gaining a sufficient understand- Management should ensure that analysis and
ing and awareness of the institution’s risk profileisk-management activities related to IRR are
through periodic briefings and managemen¢onducted by competent staff whose technical
reports. Information provided to board memberknowledge and experience is consistent with the
should be presented in a format that membergature and scope of the institution’s activities.
can readily understand and that will assist thenrhe staff should have enough knowledgeable

in making informed policy decisions aboutpeople to serve as backup to key personnel.
acceptable levels of risk, the nature of risks in

current and proposed new activities, and the

adequacy of the institution’s risk-management. . L

process. In short, regardless of the structure dfolicies, Procedures, and Limits

the organization and the composition of its

board of directors or delegated board commitinstitutions should have clear policies and pro-

tees, board members must ensure that the instiedures for limiting and controlling IRR. These

tution has the necessary technical skills angolicies and procedures should (1) delineate

management expertise to conduct its activitieknes of responsibility and accountability over

prudently and consistently within the policieslRR management decisions, (2) clearly define

and intent of the board. authorized instruments and permissible hedging
and position taking strategies, (3) identify the
frequency and method for measuring and moni-

Senior Management toring IRR, and (4) specify quantitative limits
that define the acceptable level of risk for the

Senior management is responsible for ensurinigstitution. In addition, management should

that the institution has adequate policies andefine the specific procedures and approvals

procedures for managing IRR on both a longhecessary for exceptions to policies, limits, and

range and day-to-day basis and that it maintairguthorizations. All IRR risk policies should be

clear lines of authority and responsibility forreviewed periodically and revised as needed.

managing and controlling this risk. Management

should develop and implement policies and

procedures that translate the board's goal€lear Lines of Authority

objectives, and risk limits into operating stan-

dards that are well understood by bank persoWhether through formal written policies or clear

nel and that are consistent with the board'®perating procedures, management should define
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Interest-Rate Risk Management 4090.1

the structure of managerial responsibilities anfinancial instruments that are permissible fo
oversight, including lines of authority and managing IRR, either specifically or by their
responsibility in the following areas: characteristics. As appropriate to its size an

complexity, the institution should delineate pro-
 developing and implementing strategies andedures for acquiring specific instruments, man

tactics used in managing IRR aging individual portfolios, and controlling the
« establishing and maintaining an IRR measurenstitution’s aggregate IRR exposure. Major
ment and monitoring system hedging or risk-management initiatives shoulc

« identifying potential IRR and related issuesbe approved by the board or its appropriat
arising from the potential use of new productslelegated committee before being implementec
+ developing IRR management policies, proce- Before introducing new products, hedging, o
dures and limits, and authorizing exceptiongosition-taking initiatives, management shoulc
to policies and limits also ensure that adequate operational procedur
and risk-control systems are in place. Proposa
Individuals and committees responsible for makto undertake such new instruments or activitie
ing decisions about interest-rate risk manageshould contain these features:
ment should be clearly identified. Many medium-
sized and large banks and banks with adescription of the relevant product or activity
concentrations in complex instruments delegatg ap jgentification of the resources required tc
responsibility for IRR management {0 a COM- egtaplish sound and effective IRR manage
mittee of senior managers, sometimes called anyent of the product or activity
asset/liability committee (ALCO). In such insti-
tutions, policies should clearly identify ALCO
membership, the committee’s duties and respon-
sibilities, the extent of its decision-making level
authority, and the form and frequency of its evels .
periodic reports to senior management and thie the procedures to be used to measure, monitc
board of directors. An ALCO should have @nd cpntrol the risks of the proposed produc
sufficiently broad participation across major ©F activity
banking functions (for example, lending, invest-
ment, deposit, funding) to ensure that its deci-
sions can be executed effectively throughout the
institution. In many large institutions, the ALCO Limits
delegates day-to-day responsibilities for IRR
management to an independent risk-managemeHge goal of IRR management is to maintain ar
department or function. institution’s interest-rate risk exposure within
Regardless of the level of organization andelf-imposed parameters over a range of pos
formality used to manage IRR, individualsSible changes in interest rates. A system of IR
involved in the risk-management process (includlimits and risk-taking guidelines provides the
ing separate risk-management units, if presentpeans for achieving that goal. Such a syster
should be Sufﬁcienﬂy independent of the busiShOUld set boundaries for the institution’s level
ness lines to ensure adequate separation ©f IRR and, where appropriate, provide the
duties and avoid potential conflicts of interestcapability to allocate these limits to individual
Also, personnel charged with measuring an@ortfolios or activities. Limit systems should
monitoring IRR should have a well-foundedalso ensure that limit violations receive promp
understanding of all aspects of the institution’snanagement attention.
IRR profile. Compensation policies for these Aggregate IRR limits clearly articulating the
individuals should be adequate enough to attraeimount of IRR acceptable to the firm should be
and retain personnel who are well qualified taapproved by the board of directors and reevalu
assess the risks of the institution’s activities. ated periodically. Limits should be appropriate
to the size, complexity, and financial condition
of the organization. Depending on the nature o
Authorized Activities an institution’s holdings and its general sophis
tication, limits can also be identified for indi-
Institutions should clearly identify the types ofvidual business units, portfolios, instrument

e an analysis of the risk of loss from the
proposed activities in relation to the institu-
tion’s overall financial condition and capital
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types, or specific instrumensThe level of rily address the near-term recognition of the

detail of risk limits should reflect the character-effects of changing interest rates on the institu-

istics of the institution’s holdings, including the tion’s financial condition. IRR limits on eco-

various sources of IRR to which the institutionnomic value reflect efforts to control the effect

is exposed. Limits applied to portfolio catego-of changes in market rates on the present value

ries and individual instruments should be conef the entire future earnings stream arising from

sistent with and complementary to consolidatethe institution’s current holdings.

limits. IRR limits and risk tolerances may be keyed
IRR limits should be consistent with theto specific scenarios of market-interest-rate

institution’s overall approach to measuring andnovements, such as an increase or decrease of a

managing IRR and should address the potentiglarticular magnitude. The rate movements used

impact of changes in market interest rates oin developing these limits should represent mean-

both reported earnings and the institution’s ecaingful stress situations, taking into account his-

nomic value of equity (EVE). From an earningstoric rate volatility and the time required for

perspective, institutions should explore limits ormanagement to address exposures. Moreover,

net income as well as net interest income to fullystress scenarios should take account of the range

assess the contribution of non-interest income tof the institution’s IRR characteristics, includ-

the IRR exposure of the institution. Limitsing mismatch, basis, and option risks. Simple

addressing the effect of changing interest ratescenarios using parallel shifts in interest rates

on economic value may range from those focusmay be insufficient to identify these risks.

ing on the potential volatility of the value of the Increasingly, large, complex institutions are

institution’s major holdings to a comprehensiveusing advanced statistical techniques to measure

estimate of the exposure of the institution’s|RR across a probability distribution of potential

EVE. interest-rate movements and express limits in
The limits for addressing the effect of rates orterms of statistical confidence intervals. If prop-

an institution’s profitability and EVE should be erly used, these techniques can be particularly

appropriate for the size and complexity of itsyseful in measuring and managing options

underlying positions. Relatively simple limits positions.

identifying maximum maturity/repricing gaps,

acceptable maturity profiles, or the extent of

volatile holdings may be adequate for institu-_ o

tions engaged in traditional banking activitiesRisk-Measurement and -Monitoring

and with few holdings of long-term instruments,Systems

options, instruments with embedded options, or

other instruments whose value may be substain effective process of measuring, monitoring,

tially affected by changes in market rates. Foand reporting exposures is essential for ade-

more complex institutions, quantitative limits onquately managing IRR. The sophistication and

acceptable changes in its estimated earnings andmplexity of this process should be appropriate

EVE under specified scenarios may be morto the size, complexity, nature, and mix of

appropriate. Banks that have significanean institution’s business lines and its IRR

intermediate- and long-term mismatches or comeharacteristics.

plex option positions should, at a minimum,

have economic value—oriented limits that quan-

tify and constrain the potential changes in ecolRR Measurement

nomic value or bank capital that could arise

from those positions. Well-managed banks have IRR measurement
Limits on the IRR exposure of earningssystems that measure the effect of rate changes

should be broadly consistent with those used ton both earnings and economic value. The latter

control the exposure of a bank’'s economids particularly important for institutions with

value. IRR limits on earnings variability prima- significant holdings of intermediate and long-

term instruments or instruments with embedded

— options because their market values can be
4. Section 2020, *Acquisition and Management of Non- Rarticularly sensitive to changes in market inter-

trading Securities and Derivative Products,” discusses isSues . . L

in setting price volatility limits in the acquisition of securities €St rates. Institutions with significant non-

and derivatives. interest income that is sensitive to changes in
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interest rates should focus special attention oto changing interest rates. To evaluate earning
net income as well as net interest income. Sincexposures, liabilities arrayed in each time ban
the value of instruments with intermediate anatan be subtracted from the assets arrayed in t
long maturities and embedded options is espsame time band to yield a dollar amount of
cially sensitive to interest-rate changes, banksaturity/repricing mismatch or gap in each time
with significant holdings of these instrumentsband. The sign and magnitude of the gaps i
should be able to assess the potential longevarious time bands can be used to assess pote
term impact of changes in interest rates on thgal earnings volatility arising from changes in
value of these positions—the overall potentiamarket interest rates.
performance of the bank. A maturity/repricing schedule can also be
IRR measurement systems should (1) assessed to evaluate the effects of changing rates c
all material IRR associated with an institution’san institution’s economic value. At the most
assets, liabilities, and OBS positions; (2) usdasic level, mismatches or gaps in long-date
generally accepted financial concepts and riskime bands can provide insights into the poten
measurement techniques; and (3) have weltial vulnerability of the economic value of rela-
documented assumptions and parameters. Mat+ely noncomplex institutions. Such long-term
rial sources of IRR include the mismatch, basisgap calculations along with simple maturity
and option risk exposures of the institution. Indistributions of holdings may be sufficient for
many cases, the interest-rate characteristics ofralatively noncomplex institutions. On a slightly
bank’s largest holdings will dominate its aggre-more advanced, yet still simplistic, level, esti-
gate risk profile. While all of a bank’s holdings mates of the change in an institution’s economi
should receive appropriate treatment, measurgalue can be calculated by applying economic
ment systems should rigorously evaluate thgalue sensitivity weights to the asset and liabil-
major holdings and instruments whose valueiy positions slotted in the time bands of a
are especially sensitive to rate changes. Instrumaturity/repricing schedule. The weights can b
ments with significant embedded or explicitconstructed to represent estimates of the chan
option characteristics should receive speciah value of the instruments maturing or repricing
attention. in that time band given a specified interest-rat:
IRR measurement systems should use geneseenario. When these weights are applied to tF
ally accepted financial measurement techniqueésstitution’s assets, liabilities, and OBS posi-
and conventions to estimate the bank’s expdions and subsequently netted, the result ca
sure. Examiners should evaluate these systemsovide a rough approximation of the change ir
in the context of the level of sophistication andthe institution’s EVE under the assumed sce
complexity of the institution’s holdings and nario. These measurement techniques can pro
activities. A number of accepted techniques arespecially useful for institutions with small hold-
available for measuring the IRR exposure ofngs of complex instrumengs.Further refine-
both earnings and economic value. Their comments to simple risk weighting techniques car
plexity ranges from simple calculations andbe achieved by incorporating the risk of options
static simulations using current holdings tothe potential for basis risk, and non-parallel
highly sophisticated dynamic modeling tech-shifts in the yield curve using customized risk
nigues that reflect potential future business andeights applied to the specific instruments ol
business decisions. Basic IRR measurement tednstrument types arrayed in the maturity repric
nigues begin with a maturity/repricing scheduleing schedule.
which distributes assets, liabilities, and OBS Larger institutions and those with complex
holdings into time bands according to their finakisk profiles that entail meaningful basis or
maturity (if fixed-rate) or time remaining to their option risks may find it difficult to monitor IRR
next repricing (if floating). The choice of time adequately using simple maturity/repricing analy
bands may vary from bank to bank. Those asseses. Generally, they will need to employ more
and liabilities lacking contractual repricing
intervals or maturities are assigned to repricing
time bands according to the judgment and analy- 5. James V. Houpt and James A. Embersit, “A Method for
sis of the institution. Evaluating Interest Rate Risk in Commercial Banksg'deral
Simple maluryiepricng scheduies can ST, Tl L, 1, (U, 0L
used to generate rough indicators of the IR

had ; . ommercial Bank Exposure to Interest Rate Riskgderal
sensitivity of both earnings and economic valuegeserve Bulletinvol. 82 (February 1996), 115-128.
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sophisticated simulation techniques. For assestheir specific assumptions and parameters are
ing the exposure of earnings, simulations estirevealed.
mating cash flows and resulting earnings streams The integrity of data on current positions is an
over a specific period are conducted based dmportant component of the risk-measurement
existing holdings and assumed interest-rate scprocess. Institutions should ensure that current
narios. When these cash flows are simulategositions are delineated at an appropriate level
over the entire expected lives of the institution’sof aggregation (for example, by instrument type,
holdings and discounted back to their presertoupon rate, or repricing characteristic) to ensure
values, an estimate of the change in EVE can kihat risk measures capture all meaningful types
calculated. and sources of IRR, including those arising from
Static cash-flow simulations of current hold-explicit or embedded options. Management
ings can be made more dynamic by incorporatshould also ensure that all material positions are
ing more detailed assumptions about the futureepresented in IRR measures, that the data used
course of interest rates and the expected changa® accurate and meaningful, and that the data
in a bank’s business activity over a specifiecadequately reflect all relevant repricing and
time horizon. Combining assumptions on futurematurity characteristics. When applicable, data
activities and reinvestment strategies with inforshould include information on the contractual
mation about current holdings, these simulationsoupon rates and cash flows of associated
can project expected cash flows and estimaiastruments and contracts. Manual adjustments
dynamic earnings and EVE outcomes. Thes® underlying data should be well documented.
more sophisticated techniques, such as option- Senior management and risk managers should
adjusted pricing analysis and Monte Carlo simurecognize the key assumptions used in IRR
lation, allow for dynamic interaction of paymentmeasurement, as well as reevaluate and approve
streams and interest rates to better capture tiieem periodically. Assumptions should also be
effect of embedded or explicit options. documented clearly and, ideally, the effect of
The IRR measurement techniques and assafternative assumptions should be presented so
ciated models should be sufficiently robust tdhat their significance can be fully understood.
adequately measure the risk profile of the instiAssumptions used in assessing the interest-rate
tution’s holdings. Depending on the size andsensitivity of complex instruments, such as those
sophistication of the institution and its activities,with embedded options, and instruments with
as well as the nature of its holdings, the IRRuncertain maturities, such as core deposits,
measurement system should have the capabilighould be subject to rigorous documentation and
to adequately reflect (1) uncertain principakeview, as appropriate to the size and sophisti-
amortization and prepayments; (2) caps andation of the institution. Assumptions about
floors on loans and securities, where materiatustomer behavior and new business should take
(3) the characteristics of both basic and complegroper account of historical patterns and be
OBS instruments held by the institution; andconsistent with the interest-rate scenarios used.
(4) changing spread relationships necessary to
capture basis risk. Moreover, IRR models should
provide clear reports that identify major assumpNonmaturity Deposits
tions and allow management to evaluate the
reasonableness of and internal consistenddn institution’s IRR measurement system should
among key assumptions. consider the sensitivity of nonmaturity deposits,
including demand deposits, NOW accounts, sav-
ings deposits, and money market deposit
Data Integrity and Assumptions accounts. Nonmaturity deposits represent a large
portion of the industry’s funding base, and a
The usefulness of IRR measures depends on tkariety of techniques are used to analyze their
integrity of the data on current holdings, validityIRR characteristics. The use of these techniques
of the underlying assumptions, and IRR sceshould be appropriate to the size, sophistication,
narios used to model IRR exposures. Techand complexity of the institution.
niques involving sophisticated simulations should In general, treatment of nonmaturity deposits
be used carefully so that they do not becomshould consider the historical behavior of the
“black boxes,” producing numbers that appeaiinstitution’s deposits; general conditions in the
to be precise, but that may be less accurate whémstitution's markets, including the degree of
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competition it faces; and anticipated pricingshould also consider the use of multiple sce
behavior under the scenario investigatednarios, including the potential effects of change:
Assumptions should be supported to the fullesh the relationships among interest rates (optiol
extent practicable. Treatment of nonmaturityisk and basis risk) as well as changes in thi
deposits within the measurement system may, @eneral level of interest rates and changes in tt
course, change from time to time based oshape of the yield curve.
market and economic conditions. Such changes The risk-measurement system should suppo
should be well founded and documented. Treat meaningful evaluation of the effect of stressfu
ments used in constructing earnings simulatiomarket conditions on the institution. Stress-
assessments should be conceptually and empitésting should be designed to provide informa
cally consistent with those used in developingdion on the kinds of conditions under which the
EVE assessments of IRR. institution’s strategies or positions would be
most vulnerable; thus, testing may be tailored t
the risk characteristics of the institution. Pos:
IRR Scenarios sible stress scenarios might include abrup
changes in the term structure of interest rate:
IRR exposure estimates, whether linked to earmelationships among key market rates (basi
ings or economic value, use some form ofisk), liquidity of key financial markets, or
forecasts or scenarios of possible changes wolatility of market rates. In addition, stress
market interest rates. Bank management shoustenarios should include conditions under whicl
ensure that IRR is measured over a probableey business assumptions and parameters bre
range of potential interest-rate changes, includdown. The stress-testing of assumptions use
ing meaningful stress situations. The scenarid®r illiquid instruments and instruments with
used should be large enough to expose all of thencertain contractual maturities, such as cor
meaningful sources of IRR associated with amleposits, is particularly critical to achieving an
institution’s holdings. In developing appropriateunderstanding of the institution’s risk profile.
scenarios, bank management should consid&herefore, stress scenarios may not only includ
the current level and term structure of rates andxtremes of observed market conditions but als
possible changes to that environment, given thelausible worst-case scenarios.
historical and expected future volatility of mar- Management and the board of directors shoul
ket rates. At a minimum, scenarios shoulderiodically review the results of stress tests an
include an instantaneous plus or minus 200 basthe appropriateness of key underlying assumg
point parallel shift in market ratéslnstitutions tions. Stress-testing should be supported b
— appropriate contingency plans.
6. Analysis of quarterly and annual data on changes of the

Constant Maturities Treasury Securities (CMT) over the

period of January 1, 1974, to December 31, 1994, sugges . . .
that a 200 basis point parallel shift in the yield curveﬁ:{l:2 Monltonng and Reportlng

represents a plausible stress scenario for assessing IRR. The
following data illustrate that over the past 17 years, quarterhAn accurate, informative, and timely manage-
changes in yields on CMTs exceeded 193 bp for the threqnant information system is essential for manag

month CMT and 137 bp for the 30-year CMT 1 percent of the : |
time. Data on annual yield changes illustrate that yieldng IRR exposure, both to inform managemen

changes on CMTs exceeded 194 bp 5 percent of the time ar@\d support _compliance with board policy.
exceeded 151 bp 10 percent of the time. Reporting of risk measures should be regula
and clearly compare current exposure with pol

Changes in Yields of Constant Maturities Treasury Securities . e ~. |
icy limits. In addition, past forecasts or risk

Quarterly changes Annual changes estimates should be compared with actual resul
9% confidence 95% confidence 90% confidence &S ONe tool to identify any potential shortcom-
level level level ings in modeling techniques.

Basis Point Change A bank’s senior management and its board o
3mo. CMT 193 bp 274 bp 212 bp a board ’commlttee.should receive reports o
%-yp gm %g(l) Bp %g% Bp il)g Bp the bank’s IRR profile at least quarterly. More
g.{rj cur 175 BB 22 BB 192 BB frequent reporting may be appropriate depenc
I Gt o1 bg 55 bB 17 bg ing on t_h_e bank’s level of_rlsk and its potential
%O-yr. gm %gg gp %2 gp %gz Ep for significant change. While the types of reports
il P P P prepared for the board and for various levels o
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management will vary based on the institution’sn approved policies. Periodic reviews of the
IRR profile, they should, at a minimum, allow IRR management process should also be con-
senior management and the board or committesticted in light of significant changes in the
to— nature of instruments acquired, risk-measurement
methodologies, limits, and internal controls that
evaluate the level of and trends in the bank’siave occurred since the last review.
aggregate IRR exposure; Reviews of the accuracy and performance of
» demonstrate and verify compliance with allthe IRR measurement system should also be
policies and limits; conducted and include assessments of the
evaluate the sensitivity and reasonableness asumptions, parameters, and methodologies
key assumptions; used in the institution’s IRR measurement sys-
assess the results and future implications dem. During a review, examiners should seek to
major hedging or position-taking initiatives understand, test, and document the current mea-
that have been taken or are being activelgurement process; evaluate the system’s accu-
considered; racy; and recommend solutions to any identified
understand the implications of various stresweaknesses. The results of this review, along
scenarios, including those involving break-with any recommendations for improvement,
downs of key assumptions and parameters; should be reported to the board and acted upon
review IRR policies, procedures, and thdh @ timely manner. Institutions with complex
adequacy of the IRR measurement system&Sk exposure are encouraged to have their

and measurement systems reviewed by external
« determine whether the bank holds sufficienguditors or other knowledgeable outside parties
capital for the level of risk being taken. to ensure their adequacy and integrity. Since

measurement systems may incorporate one or
more subsidiary systems or processes, institu-
. tions should ensure that multiple component
Comprehensive Internal Controls systems are well integrated and consistent in all
critical respects.
An institution’s IRR management process should The frequency and extent to which an insti-
be an extension of its overall structure of intertytion should reevaluate its risk-measurement
nal controls. Properly structured, a system ofnethodologies and models depends, in part, on
internal controls should promote effective angpe specific IRR exposures created by their
efficient operations; reliable financial and reguno|dings and activities, the pace and nature of
latory reporting; and compliance with relevanichanges in market interest rates, and the extent
laws, regulations, and institutional policies. Intg which there are new developments in mea-
de.terrr.]ining whetherinternal contro[s meet thesguring and managing IRR. At a minimum,
objectives, examiners should consider the gefnstitutions should review their underlying IRR
eral control environment of the organization; th@neasurement methodologies and IRR manage-
process for identifying, analyzing, and managment process annually, and more frequently as
ing IRR; the adequacy of management informarket conditions dictate. In many cases, inter-
mation systems; and adherence to control activha| evaluations may be supplemented by reviews
ties such as approvals, confirmations, angf external auditors or other qualified outside
reconciliations. parties, such as consultants with expertise in
An important element of an institution'’s |RR management.
internal controls for IRR is management’s com-
prehensive evaluation and review of the various
components of the IRR management process. .
Although procedures for establishing limits andRating the Adequacy of IRR
adhering to them may vary among institutionsManagement
periodic reviews should be conducted to deter-
mine whether the organization enforces its IRRExaminers should incorporate their assessment
policies and procedures. Positions that exceeaf the adequacy of IRR management into their
established limits should receive the prompbverall rating of risk management, which is
attention of appropriate management and shouklibsequently factored into the management com-
be resolved according to the process describgbnent of an institution’s CAMELS rating. Rat-
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ings of IRR management can follow the generaQUANTITATIVE LEVEL
framework used to rate overall risk managemenpF |RR EXPOSURE

A rating of 1 or strong would indicate that Evaluating the quantitative level of IRR involves
management effectively identifies and congssessing the effects of both past and potenti
trols the IRR posed by the institution’s activi-future changes in interest rates on an institu
ties, including those from new products.  tjon's financial condition, including the effects
A rating of 2 or satisfactory would indicate on its earnings, capital adequacy, liquidity, and
that the institution’s management of IRR isin some cases, asset quality. This assessme
largely effective, but lacking in some modestinvolves a broad analysis of an institution’s
degree. It reflects a responsiveness and abilityusiness mix, balance-sheet composition, OB
to cope successfully with existing and fore-holdings, and holdings of interest rate—sensitiv
seeable exposures that may arise in carryingstruments. Characteristics of the institution’s
out the institution’s business plan. While thematerial holdings should also be investigated t
institution may have some minor risk- determine (and quantify) how changes in inter
management weaknesses, these problems haa rates might affect its performance. The rigo
been recognized and are being addressedf this evaluation process should reflect the size
Generally, risks are being controlled in asophistication, and nature of the institution’s
manner that does not require additional oholdings.

more than normal supervisory attention.

A rating of 3 or fair signifies IRR management

practices that are lacking in some importanjassessment of the Composition of
ways and, therefore, are a cause for more th?‘loldings

normal supervisory attention. One or more o

the four elements of sound IRR managemenAn overall evaluation of an institution’s hold-
are considered fair and have precluded the . ; S - -
institution from fully addressing a significant'ngS and its business mix is an important firs

risk to its operations. Certain risk-managemen?tep in evaluating the quantitative level of IRR

practices are in need of improvement to ensurgPOsure. The evaluation should focus or

that management and the board are able gentifying (1) major on- and off-balance-sheet
identify, monitor, and control adequately o Positions, (2) concentrations in interest-sensitiv
significant risks to the institution. instruments, (3) the existence of highly volatile
) ) . instruments, and (4) significant sources of non
A rating of 4 or marginal represents marginalnterest income that may be sensitive to change
IRR management practices that generally fail, interest rates. Identifying major holdings of
to identify, monitor, and control significant particular types or classes of assets, liabilities
risk exposures in many material respectsy off-balance-sheet instruments is particularl
Generally, such a situation reflects a lack opertinent since the interest rate—sensitivity chal
adequate guidance and supervision by Maiteristics of an institution’s largest positions
agement and the board. One or more of thgy activities will tend to dominate its IRR
four elements of sound risk management argrofile. The composition of assets should be
considered marginal and require immediatgssessed to determine the types of instrumer
and concerted corrective action by the boargle|q and the relative proportion of holdings they
and management. represent, both with respect to total asset
A rating of 5 or unsatisfactory indicates aand within appropriate instrument portfolios.
critical absence of effective risk-managemenExaminers should note any specialization o
practices to identify, monitor, or control sig- concentration in particular types of investmen
nificant risk exposures. One or more of thesecurities or lending activities and identify the
four elements of sound risk management iinterest-rate characteristics of the instrument
considered wholly deficient, and managementr activities. The assessment should also inco
and the board have not demonstrated thporate an evaluation of funding strategies an
capability to address deficiencies. Deficienthe composition of deposits, including core
cies in the institution’s risk-management pro-deposits. Trends and changes in the compositic
cedures and internal controls require immediof assets, liabilities, and off-balance-shee
ate and close supervisory attention. holdings should be fully assessed—especiall
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when the institution is experiencing significantmunicipal securities, as well as traditional forms
growth. of lending and borrowing arrangements, can
Examiners should identify the interest sensioften incorporate options into their structures.
tivity of an institution’s major holdings. For U.S. agency structured notes and municipal
many instruments, the stated final maturitysecurities with long-dated call provisions are
coupon interest payment, and repricing frejust two examples. Many commercial loans also
quency are the primary determinants of theimake use of caps or floors. Over-the-counter
interest-rate sensitivity. In general, the shorte©BS instruments, such as swaps, caps, floors,
the repricing frequency, or maturity for fixed-and collars, can involve highly complex struc-
rate instruments, the greater the impact of &res and, thus, can be quite volatile in the face
change in rates on thearningsof the asset, of changing interest rates.
liability, or OBS instrument employed will be  An evaluation of an institution’s funding
because the cash flows derived, either througbpurces relative to the profile of its assets is
repricing or reinvestment, will more quickly fundamental to the assessment of IRR. Reliance
reflect market rates. Conversely, the longer then volatile or complex funding structures can
repricing frequency, or maturity for fixed-rate significantly increase IRR when asset structures
instruments, the more sensitive thalueof the are fixed-rate or long-term in nature. Con-
instrument will be to changes in market interesversely, long-term liabilities financing shorter-
rates. Accordingly, basic maturity/repricing dis-term assets can also increase IRR. The role of
tributions and gap schedules are important firsionmaturity or core deposits in an institution’s
screens in identifying the interest sensitivity offunding base is particularly pertinent to any
major holdings from both an earnings and valuassessment of IRR. Depending on their compo-
standpoint. sition and the underlying client base, core depos-
Efforts should also be made to identify instru-ts can provide significant opportunities for
ments whose value is highly sensitive to rateénstitutions to administer and manage the inter-
changes. Even if they do not represent a majaest rates paid on this funding source. Thus, high
position, the rate sensitivity of these holdingdevels of stable core deposit funding may pro-
may be large enough to have a material effect ovide an institution with significant control over
the institution’s aggregate exposure. Highlyits IRR profile. Examiners should assess the
interest rate—sensitive instruments generally havgharacteristics of an institution’s nonmaturity
fixed-rate coupons with long maturities, signifi-deposit base, including the types of accounts
cant embedded options, or some elements offfered, the underlying customer base, and
both. Identifying explicit options and instru- important trends that may influence the rate
ments with embedded options is particularlysensitivity of this funding source.
important. Because of their asymmetrical cash In general, examiners should evaluate trends
flows under varying scenarios, these holdingand attempt to identify any structural changes in
may exhibit significantly volatile price and earn-the interest-rate risk profile of an institution’s
ings behavior in changing-rate environmentsholdings, such as shifts of asset holdings into
The interest-rate sensitivity of exchange-tradetbnger-term instruments or instruments that
options is usually readily identified due to themay have embedded options, changes in fund-
standardization of exchange contracts. On thig strategies and core deposit balances, and
other hand, the interest-rate sensitivity of overthe use of off-balance-sheet instruments. Signifi-
the-counter derivative instruments and the optionant changes in the composition of an institu-
provisions embedded in other financial instrution’s holdings may reduce the usefulness of
ments, such as the right to prepay a loan withoutistorical performance as an indicator of future
penalty, may be less readily identifiable. Instruperformance.
ments tied to residential mortgages, such as Examiners should also identify and assess
mortgage pass-through securities, collateralizematerial sources of interest-sensitive fee income.
mortgage obligations (CMOs), real estate mortLoan-servicing income, especially when related
gage investment conduits (REMICs), and varito residential mortgages, can be an important
ous mortgage-derivative products, generalland highly volatile element in an institution’s
entail some form of embedded optionality. Cerearnings profile. Servicing income is linked to
tain types of CMOs and REMICs constitutethe size of the servicing portfolio and, thus, can
high-risk mortgage-derivative products andoe greatly affected by the rate of prepayment on
should be clearly identified. U.S. agency andnortgages in the servicing portfolio. Revenues
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arising from securitization of other types ofExaminers should fully consider the potential
loans, including credit card receivables, carmffects of fluctuating net interest margins wher
also be very sensitive to changes in interesinalyzing the exposure of net income to change
rates. in interest rates.

An analysis of both on- and off-balance-sheet Additionally, examiners should assess the
holdings should also consider potential basigontribution of non-interest income to net
risk, that is, whether instruments with adjustableincome, including its interest-rate sensitivity
rate characteristics that reprice in a similar tim&nd how it affects the IRR of the institution.
period will reprice differently than assumed.Significant sources of rate-insensitive non-
Consideration of basis risk is particularly perti-interest income provide stability to net income
nent when offsetting positions reprice in theand can mitigate the effect of fluctuations in ne
same time period. Typical examples includdnterest margins.
assets that reprice with three-month Treasury A historical review of changes in an institu-
bills paired against liabilities repricing with tion’s earnings—both net income and net inter.
three-month LIBOR or prime-based assets pairegt income—in relation to changes in marke
against other short-term funding sources. Anaates is an important step in assessing the ra
lyzing the repricing characteristics of majorsensitivity of its earnings. When appropriate,
adjustable-rate positions should help to identifghis review should assess the institution’s per
such situations. formance during prior periods of volatile rates.

Important tools used to gauge the potentia
volatility in future earnings include basic matu-
. rity and repricing gap calculations and income
Exposure of Earnings to IRR simulations. Short-term repricing gaps betwee
assets and liabilities in intervals of one year ol
When evaluating the potential effects of changtess can provide useful insights on the exposur
ing rates on an institution’s earnings, examinersf earnings. These can be used to develop roug
should assess the key determinants of the napproximations of the effect of changes in marke
interest margin, the effect that fluctuations in netates on an institution’s profitability. Examiners
interest margins can have on overall netincomesan develop rough gap estimates using availab
and the rate sensitivity of non-interest incomesall report information, as well as the bank’s
and expense. Analyzing the historical behaviopwn internally generated gap or other earning
of the net interest margin, including the yieldsexposure calculations if risk-management an
on major assets, liabilities, and off-balance-sheemeasurement systems are deemed adequa
positions that make up that margin, can providgvhen available, a bank’s own earnings-
useful insights into the relative stability of ansimulation model provides a particularly valu-
institution’s earnings. For example, a review ofable source of information: a formal estimate of
the historical composition of assets and thduture earnings (a “baseline”) and an evaluation
yields earned on those assets clearly identifiesf how earnings would change under differen
an institution’s business mix and revenuerate scenarios. Together with historical earning
generating strategies and reveals importargatterns, an institution’s estimate of the IRR
insights into the potential vulnerabilities of thesesensitivity of its earnings derived from simula-
revenues to changes in rates. Similarly, afion models is an important indication of the
assessment of the rates paid on various types ekposure of its near-term earnings stability.
deposits over time can help identify the institu- As detailed in the preceding subsection, soun
tion’s funding strategies, how the institutionrisk-management practices require IRR to b
competes for deposits, and the potential vulnemmeasured over a probable range of potentiz
ability of its funding base to rate changes. interest-rate changes. At a minimum, an instan

Understanding the effect of potential fluctuataneous shift in the yield curve of plus or minus
tions in net interest income on overall operating00 basis points should be used to assess tl
performance is also important. High overheagbotential impact of rate changes on an institu
structures at some banks may require high néibn’s earnings.
interest margins to generate even moderate lev- Examiners should evaluate the exposure c
els of income. Accordingly, relatively high net earnings to changes in interest rates relative t
interest margins may not necessarily imply ahe institution’s overall level of earnings and the
higher tolerance to changes in interest ratepotential length of time such exposure might
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4090.1 Interest-Rate Risk Management

persist. For example, simulation estimates of #or state member banks, the risk-based capital
small, temporary decline in earnings, whileratio focuses principally on broad categories of
likely an issue for shareholders and directorssredit risk and does not incorporate other fac-
may be less of a supervisory concern if theors, including overall interest-rate exposure and
institution has a sound earnings and capital basmanagement’s ability to monitor and control
On the other hand, exposures that could offsdinancial and operating risks. Therefore, the
earnings for a significant period (as some thriftguidelines point out that in addition to evaluat-
experienced during the 1980s) and even depleteg capital ratios, an overall assessment of
capital would be a great concern to both maneapital adequacy must take account‘of. . a
agement and supervisors. Exposures measurkdnk’s exposure to declines in economic value
by gap or simulation analysis under the mini-of its capital due to changes in interest rates. For
mum 200 basis point scenario that would resulthis reason, the final supervisory judgement on a
in a significant decline in net interest margins obank’s capital adequacy may differ significantly
net income should prompt further investigatiorfrom conclusions that might be drawn solely
of the adequacy and stability of earnings and thsom the level of its risk-based capital ratio.”
adequacy of the institution’s risk-management Banking organizations with low proportions
process. Specifically, in institutions exhibitingof assets maturing or repricing beyond five
significant earnings exposures, examiners shoulears, relatively few assets with volatile market
emphasize the results of the institution’s stresgalues (such as high-risk CMOs and structured
tests to determine the extent to which moreotes or certain off-balance-sheet derivatives),
significant and stressful rate moves might magand large and stable sources of nonmaturity
nify the erosion in earnings identified in thedeposits are unlikely to face significant eco-
more modest rate scenario. In addition, examimomic value exposure. Consequently, an evalu-
ers should emphasize the need for managemeation of their economic value exposure may be
to understand the magnitude and nature of thiamited to reviewing available internal reports
institution’s IRR and the adequacy of its limits.showing the asset/liability composition of the
While an erosion in net interest margins or netnstitution or the results of internal-gap, earnings-
income of more than 25 percent under a 208imulation, or economic-value simulation mod-
basis point scenario should warrant considerabks to confirm that conclusion.
examiner attention, examiners should take into Institutions with fairly significant holdings of
account the absolute level of an institution’songer maturing or repricing assets, concentra-
earnings both before and after the estimated IRBons in value-sensitive on- and off-balance-
shock. For example, a 33 percent decline isheet instruments, or a weak base of nonmatu-
earnings for a bank with a strong return orrity deposits warrant more formal and quantitative
assets (ROA) of 1.50 percent would still leaveevaluations of economic-value exposures. This
the bank with an ROA of 1.00 percent. Inincludes reviewing the results of the bank’s own
contrast, the same percentage decline in eariternal reports for measuring changes in eco-
ings for a bank with a fair ROA of 0.75 percentnomic value, which should address the ade-
results in a marginal ROA of 0.50 percent. quacy of the institution’s risk-management
Examiners should ensure that their evaluatiofrocess, reliability of risk-measurement assump-
of the IRR exposure of earnings is incorporatedons, integrity of the data, and comprehensive-
into the rating of earnings under the CAMELSNess of any modeling procedures.
rating system. Institutions receiving an earnings For institutions that appear to have a poten-
rating of 1 or 2 would typically have minimal tial_ly sig_nificant level of_IRR and that lack a
exposure to changing interest rates. Converseligliable internal economic-value model, exam-
significant exposure of earnings to changes ithers should consider alternative means for quan-
rates may, in itself, provide a sufficient basis fotifying economic-value exposure, such as
a lower rating. internal-gap measures or off-site monitoring or
surveillance screens that rely on call report data
to estimate economic-value exposure. For exam-
. . ple, the institution’s gap schedules might be
Exposure of Capital and Economic  ysed to derive a duration gap by applying
Value duration-based risk weights to the bank’s aggre-
gate positions. In estimating changes in eco-
As set forth in the capital adequacy guidelinesmomic value using alternative means, the relative
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crudeness of these techniques and lack of detailéslvels of IRR exposure, unrealized losses ca
data (such as the absence of coupon or offiave important implications for the supervisory
balance-sheet data) should be taken into accoumtsessment of capital adequacy. If stressful col
when drawing conclusions about the instituditions require the liquidation or restructuring of
tion’s exposure and capital adequacy. the securities portfolio, economic losses coult
An evaluation of an institution’s capital be realized and, thereby, reduce the institution’
adequacy should also consider the extent teegulatory capitalization. Therefore, for higher-
which past interest-rate moves may have reduceisk institutions, an evaluation of capital ade-
the economic value of capital through the accuguacy should consider the potential after-ta
mulation of net unrealized losses on financiaéffect of the liquidation of available-for-sale and
instruments. To the extent that past rate movdseld-to-maturity accounts. Estimates of the effec
have reduced the economic or market value of af securities losses on regulatory capital ratic
bank’s claims more than they have reduced thmay be obtained from surveillance screens thz
value of its obligations, the institution’s eco-use call report data or the bank’s internal report:
nomic value of capital is less than its stated book Examiners should also consider the potentie
value. effect of declines and fluctuations in earnings ol
To evaluate the embedded net loss or gain ian institution’s capital adequacy. Using the
an institution’s financial structure, fair-valueresults of internal model simulations or gap
data on the securities portfolio can be used agports, examiners should determine whethe
the starting point; this information should becapital-impairing losses might result from
readily available from the call report or bankchanges in market interest rates. In cases whe
internal reports. Other major asset categoriggotential rate changes are estimated to cau:
that might contain material embedded gains aodeclines in margins that actually result in losses
losses include any assets maturing or repricingxaminers should assess the effect on capit
in more than five years, such as residentiabver a two- or three-year earnings horizon.
multifamily, or commercial mortgage loans. By When rating capital adequacy in the contex
comparing a portfolio’s weighted average couof IRR exposure, examiners should consider th
pon with current market yields, examiners mayeffect of changes in market interest rates on th
get an indication of the magnitude of anyeconomic value of equity, level of embeddec
potential unrealized gains or losses. For compdesses in the bank’s financial structure, anc
nies with hedging strategies that use derivativesmpact of potential rate changes on the institu
the current positive or negative market value ofion’s earnings. The IRR of institutions that
these positions should be obtained, if availableshow material declines in earnings or economi
For banks with material holdings of originatedvalue of capital from a 200 basis point shift
or purchased mortgage-servicing rights, capitashould be evaluated fully, especially if that
ized amounts should be evaluated to ascertadecline would lower an institution’s pro forma
that they are recorded at the lower of cost or faiprompt-corrective-action category. For example
value and that management has appropriately well-capitalized institution with a 5.5 percent
written down any values that are impaired purieverage ratio and an estimated change in ec
suant to generally accepted accounting rules. nomic value arising from an appropriate stres:
The presence of significant depreciation irscenario amounting to 2.0 percent of asset
securities, loans, or other assets does not necegsuld have an adjusted leverage ratio of 3.5 pel
sarily indicate significant embedded net lossegent, causing a pro forma two-tier decline in
depreciation may be offset by a decline in théts prompt-corrective-action category to the
market value of a bank’s liabilities. For exam-undercapitalized category. After considering
ple, stable, low-cost nonmaturity deposits typithe level of embedded losses in the balanc
cally become more profitable to banks as ratesheet, the stability of the institution’s funding
rise, and they can add significantly to the bank’ase, its exposure to near-term losses, and tl
financial strength. Similarly, below-market-ratequality of its risk-management process, the
deposits, other borrowings, and subordinatedxaminer may need to give the institution’s
debt may also offset unrealized asset lossespital adequacy a relatively low rating. In
caused by past rate hikes. general, sufficiently adverse effects of market
For banks with substantial depreciation inrate shocks or weak management and contr
their securities portfolios, low levels of honma-procedures can provide a basis for lowering
turity deposits and retail time deposits, or highbank’s rating of capital adequacy. Moreover.
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even less severe exposures could contribute follest extent possible during the off-site phase
a lower rating if combined with exposures fromof the examination process. The following
asset concentrations, weak operating controls, arformation can be helpful in this assessment:
other areas of concern.
* organizational charts and policies identifying
authorities and responsibilities for managing

Examination Process for Evaluating IRR o o
IRR * IRR policies, procedures, and limits

* ALCO committee minutes and reports (from
As the primary market risk most banks face, six to twelve months before the examination)
IRR should usually receive con5|derat|o_n I hoard of director reports on IRR exposures
full-scope exams. It may also be the topic of . .
targeted examinations. To meet examinatiof 2udit reports (both internal and external)
objectives efficiently and effectively while ¢ position reports, including those for invest-
remaining sensitive to potential burdens imposed ment securities and off-balance-sheet
on institutions, the examination of IRR should instruments
follow a structuredrisk-focused approactkey . other available bank-internal-risk reports,

elements of a risk-focused approach to the jycluding those detailing key assumptions
examination process for IRR include (1) off-site - -
monitoring and risk assessment of an institu® M€POrs outlining key characteristics of con-
tion's IRR profile and (2) appropriate planning centrations and material holdings of interest-
and scoping of the on-site examination to ensure SENSItVe Instruments

that it is as efficient and productive as possibles documentation for inputs, assumptions, and
A fundamental tenet of this approach is that methodologies used in measuring risk
supervisory resources are targeted at functions, Federal Reserve surveillance reports and
activities, and holdings that pose the most risk to gy pervisory screens

the safety and soundness of an institution.

Accordingly, institutions with low levels of IRR Quantitative IRR exposure can be assessed
would be expected to receive relatively lesgy_site by conducting as much of the analysis
supervisory attention than those with more severgmmarized in this subsection as is practicable.
IRR exposures. . . This includes assessments of the bank’s overall
_ Many banks have become especially skilleghajance-sheet composition and holdings of
in managing and limiting the exposure of theifinterest-sensitive instruments. An assessment of
earnings to changes in interest rates. Accorgne exposure of earnings can be accomplished
ingly, for most banks and especially for smallefysing supervisory screens, examiner-constructed
institutions with less complex holdings, the IRRmeasures, and internal bank measures obtained
element of the examination may be relativelfirom management reports received before the
simple and straightforward. On the other handgn_sjte engagement. Similar assessments can be

some banks consider IRR an intended consgnade on the exposure of capital or economic
quence of their business strategies and choose\jg|e.

take and manage that risk explicitly—often with

complex financial instruments. These bankzj An off-site review of the quality of the risk-

anagement process can significantly improve
he efficiency of the on-site engagement. The
ey to assessing the quality of management is an
organized discovery process aimed at determin-
ing whether appropriate policies, procedures,
limits, reporting systems, and internal controls
Off-Site Risk Assessment are in place. This discovery process should, in
particular, ascertain whether all the elements of
Off-site  monitoring and analysis involvesa sound IRR management policy are applied
developing a preliminary view or “risk assess-consistently to material concentrations of interest-
ment” before initiating an on-site examination.sensitive instruments. The results and reports of
Both the level of IRR exposure and quality ofprior examinations provide important informa-
IRR management should be assessed to thien about the adequacy of risk management.

along with banks that have a wide array o
activities or complex holdings, generally shoul
receive greater supervisory attention.
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Examination Scope management could be confirmed through a bas
review of the appropriateness of policies, inter-

The off-site risk assessment is an informedi@ reports, and controls and the institution’s
hypothesis of both the adequacy of IRR manadherence to them. The integrity and reliability
agement and the magnitude of the institution’®f the information used to assess the quantitativ
exposure. The scope of the on-site examinati lgvel of risk could be confirmed through limited
of IRR should be designed to confirm or rejecf@mpling and testing. In general, if the risk
that hypothesis and should target specific are2SSessment is confirmed by basic examinatic
of interest or concern. In this way, examinatiorProcedures, the examiner may conclude the IR
procedures are tailored to the activities and risRXamination process. .
profile of the institution and use flexible and _Institutions assessed to have high levels c
targeted work-documentation programs for thdRR exposure and strong IRR management ma
on-site examination. Confirmation of hypoth-féquire more extensive examination scopes t
eses on the adequacy of the IRR manageme?ﬁ’“f'rm the risk assessment. These procedur
process is especially important. In general, ifhay entail more analysis of the institution’s IRR
IRR management is identified as adequatdlasurement system and the IRR characteristil
examiners can rely more heavily on the bank’®f major holdings. Where high quantitative
internal IRR measures for assessing quantitatiJgVelS of exposure are found, examiners shoul
exposures. focus special attention on the sources of this ris
The examination scope for assessing IRlﬁ‘nd on significant concentrations of interest
should be commensurate with the complexity o ensitive instruments. Institutions assessed f
the institution and consistent with the off-site avte high explc:jsure and weak nstk-m_anagems
risk assessment. For example, only baseling/S'€MS would require an extensive work
examination procedures would be used fo ocumentation - program. .Internal measure
institutions whose off-site risk assessment indis0uld be used cautiously, if atall.
Regardless of the size or complexity of ar

cates that they have adequate IRR managementt.t N  be taken during th it
processes and low levels of quantitative expdlStution, caré must be taken during the on-sit
hase of the examination to ensure confirmatio

sure. Such institutions would include those wit the risk ¢ d identificati |
noncomplex balance-sheet structures that megt € risk assessment and identiication 0
ISsues that may have escaped off-site analysi

the following criteria: : A
€ foflowing critenia Accordingly, the examination scope should be

. Asset structures are principally short-termadiusted as on-site findings dictate.

Long-term assets constitute less than 25 per-

cent of total assets and the combination of i )

long-term assets and 30 percent of intermediatédssessing CAMELS Ratings

term assets constitute less than 30 percent of

assets. Long-term assets are considered thdser most institutions, interest-rate risk is their

that have maturity or repricing intervals greateprimary market-risk exposure. Accordingly, the

than five years, and intermediate-term assefSAMELS market-risk sensitivity or “S” rating

are defined as those that have maturity ofor these institutions should be based on asses

repricing intervals between one and five yeargnents of the adequacy of IRR managemer

High-risk mortgage securities are less tharactices and the quantitative level of IRR

5 percent of total assets. exposuré. In particular, CAMELS “S” ratings

aling primarily with IRR should be based on,

ut not limited to, an assessment of the follow-:

ing evaluation factors:

Structured notes are less than 5 percent

total assets.

» There are no off-balance-sheet positions.

The capital base is strong, and the institution the sensitivity of the financial institution’s

has a history of stable earnings. earnings or the economic value of its capita
to adverse changes in interest rates

For these and other institutions identified as

potentially low risk, the scope of the on-site————— ) !
7. Section A.5020.1, “Overall Conclusions Regarding Con-

examination would consist of only those eXamI-dition of the Bank: Uniform Financial Institutions Rating

nation procedures necessary to confirm the risksystem” provides guidance on the market-risk sensitivity
assessment hypothesis. The adequacy of IR&mponent of the CAMELS rating system.
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the ability of management to identify, mea-
sure, monitor, and control exposure to interest-
rate risk given the institution’s size, complex-
ity, and risk profile

the nature and complexity of interest-rate risk
exposure arising from nontrading positions
where appropriate, the nature and complexit

of market-risk exposure arising from trading
and foreign operations

“S” ratings based primarily on IRR should
conform with the following framework:

1 A rating of 1 indicates that interest-rate risk
sensitivity is well controlled and that there is
minimal potential that the earnings perfor-
mance or capital position will be adversely

be adversely affected. Risk-management prac-
tices need to be improved given the size,
sophistication, and level of risk accepted by
the institution. The level of earnings and
capital may not adequately support the degree
of interest-rate risk taken by the institution.

% A rating of 4 indicates that control of interest-

rate risk sensitivity is unacceptable or that
there is high potential that the earnings per-
formance or capital position will be adversely

affected. Risk-management practices are
deficient for the size, sophistication, and level
of risk accepted by the institution. The level

of earnings and capital provide inadequate
support for the degree of interest-rate risk
taken by the institution.

affected. Risk-management practices are strorfg A rating of 5 indicates that control of interest-

for the size, sophistication, and market risk
accepted by the institution. The level of

earnings and capital provide substantial sup-
port for the degree of interest-rate risk taken
by the institution.

2 A rating of 2 indicates that interest-rate risk

sensitivity is adequately controlled and that
there is only moderate potential that the

rate risk sensitivity is unacceptable or that the
level of risk taken by the institution is an
imminent threat to its viability. Risk-
management practices are wholly inadequate
for the size, sophistication, and level of
interest-rate risk accepted by the institution.

The adequacy of an institution’s IRR manage-

earnings performance or capital position willment is a leading indicator of its potential IRR
be adversely affected. Risk-management praexposure. Therefore, assessment of IRR man-
tices are satisfactory for the size, sophisticaagement practices should be the basis for the
tion, and interest-rate risk accepted by the@verall assessment of an institution’'s IRR.
institution. The level of earnings and capitalUnsafe exposures and management weaknesses
provide adequate support for the degree aghould be fully reflected in “S” ratings. Unsafe

interest-rate risk taken by the institution.

exposures and unsound management practices

3 Avrating of 3 indicates that control of interest-that are not resolved during the on-site exami-
rate risk sensitivity needs improvement omation should be addressed through subsequent
that there is significant potential that thefollow-up actions by the examiner and other
earnings performance or capital position willsupervisory personnel.

November 1997
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Interest-Rate Risk Management

Examination Objectives
Effective date November 1996

Section 4090.2

1. To evaluate the policies regarding interest4. To determine if internal management report

rate risk established by the board of directors

and/or senior management, including the lim-

its established for the bank’s interest-rate risk

profile.

. To determine if the bank’s interest-rate riskb.
profile is within those limits.

. To evaluate the management of the bank’s
interest-rate risk, including the adequacy of

the methods and assumptions used to mea-
sure interest-rate risk.

ing systems provide the information neces:
sary for informed interest-rate managemen
decisions and for monitoring the results of
those decisions.

To initiate corrective action when interest-
rate management policies, practices, and/c
procedures are deficient in controlling and
monitoring interest-rate risk.

Commercial Bank Examination Manual
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Interest Rate Risk Management

Examination Procedures
Effective date May 1993

Section 4090.3

1. Determine if interest rate risk is managed at  c¢. Estimating the effect of an adverse inter-

the bank level or on a holding company

basis.

. Review the bank’s written policies for rea-

sonableness. At a minimum, they should

cover—

a. definition and measurement of accept-
able risks, including acceptable levels of
interest rate exposure;

b. net interest margin goals; 6.

c. sources and uses of funds;

d. off-balance-sheet activities that affect

interest rate exposure;

e. responsibilities within the bank for inter-

est rate risk management decisions; and

f. reporting mechanisms.

. Evaluate the internal controls or the internal
audit function. Determine whether internal
mechanisms are adequate to ensure com-
pliance with established limits on interest
rate risk. If they are determined to be
inadequate, complete or update the Internal
Control Questionnaire. The examiner
should prepare a brief description of the
bank’s interest rate risk policies and prac-
tices, as well as identify areas in need of
improvement.

. Review the UBPR, interim financial
reports, and internal management reports,
paying particular attention to—

a. on- and off-balance-sheet mix and trends;

b. the methodology used by the bank to
measure interest rate risk; and

c. the stability of interest margins under
varying economic conditions or simula-

tions (causes of significant fluctuations 7-

should be identified).
. Evaluate the bank’s exposure to interest rate
risk by:

a. Obtaining and reviewing any reports reg-
ularly prepared by management for con-
trolling and monitoring interest rate risk.

b. Requesting the appropriate information
for determining the level of interest rate
risk present in the bank’s assets, liabili-
ties, and off-balance-sheet activities, if
management does not, at a minimum,
regularly prepare rate-sensitivity reports
(the circumstances facing the bank and
the existing interest rate environment
should govern the degree of analysis).

est rate change on future earnings o
economic value by using the bank’s gar
reports, duration measures, or simulatior
models (the latter measure is especially
useful if the bank’s exposure seems
large).

d. Determining the bank’s ability to adjust
its interest rate position.

Evaluate the quality of interest rate risk

management. The bank’s procedures an

controls should be in compliance with the
minimum guidelines set forth in SR-90-41.

The evaluation should include, but is not

limited to, the following:

a. Assess whether the methods and assum
tions used to measure interest risk are
adequate relative to the size of the banl
and the complexity of its balance sheet.

. Assess management’'s knowledge o
interest rate risk in relation to the size
and complexity of the bank’s balance
sheet. In particular, assess their under
standing of the methods used by the ban
to measure the risk.

c. Determine whether the level of risk is

within the limits set.

d. Assess the bank’s ability to adjust its
interest rate position.

e. Determine if the reporting process pro-
vides clear and reliable information on a
timely basis (at least quarterly).

f. Determine if new products or hedging
instruments are adequately analyzed be
fore purchase.

Determine the adequacy of the net interes
margin based on an analysis of the compo
nents of the margin (i.e., interest expens
and interest income). If the margin or
any component is unusually high or low,
determine—

a. if goals have been established for ne
interest earnings;

b. management’s success in meeting estal
lished goals;

c. the effect of the bank’s interest rate risk
position on meeting established goals;

d. the effect of the bank’s pricing policies
on meeting established goals; and

e. the effect of the bank’s credit risk appe-
tite on the margin.

(o
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4090.3 Interest Rate Risk Management: Examination Procedures

8. Review the interest rate risk management exposure and an assessment of the asso-
section of the last report of examination. ciated degree of risk;
Determine if there were concerns in this c. the quality of the related administrative
area and if corrective action was required. controls and internal management report-
9. Write in appropriate report format and dis- ing systems; and
cuss with management general remarks on— d. the effect of interest rate risk manage-
a. the quality of the bank’s planning to ment decisions on earnings and capital.

control and manage interest rate risk; 10. Update the workpapers with any informa-
b. the level of the bank’s interest rate  tion that will facilitate future examinations.
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Interest Rate Risk Management

Internal Control Questionnaire .
Effective date May 1993 Section 4090.4

Discuss with senior management the bank’s making interest rate management decision
policies and practices with regard to the and for monitoring the results of those deci-

following: sions? Specifically:
a. Are reports prepared on the bank’s ratt
1. Has the board of directors, consistent with sensitivity using an appropriate measure
its duties and responsibilities, adopted an ment method?
interest rate risk management policy that b. Is historical information on asset yields,
includes: cost of funds, and net interest margins
a. A formal mechanism to coordinate inter- readily available?
est rate sensitivity decisions? c. Are interest margin variations, both from
b. Clear lines of responsibility and author- the prior reporting period and from the
ity for decisions affecting interest rate budget, regularly monitored?
sensitivity? d. Is sufficient information available to per-
c. Guidelines for the level of interest rate mit an analysis of the cause of interest
risk, including that associated with off- margin variations?
balance-sheet products, if any? 3. Does the foregoing information provide an

d. Outside limits for the imbalance between adequate basis for evaluating internal con
balance-sheet and off-balance-sheet trols in that deficiencies in areas not coverec
positions and for the potential exposure by this questionnaire do not significantly
of earnings or equity to changes in inter- impair any controls? Explain negative
est rates? answers briefly, and indicate any additiona

2. Have internal management reports been pre- examination procedures deemed necessary
pared that provide an adequate basis for
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Litigation and Other Legal Matters;
Examination-Related Subsequent Events

Effective date May 1996 Section 4100.1
LITIGATION AND « Impending litigation. Litigation threatened
OTHER LEGAL MATTERS against the bank by a third party but not

formally commenced.

Events or conditions arising from litigation, . S -
claims, and assessments are matters within tfeContingent liabilities.Matters other than liti-

direct knowledge and, often, control of bank Jation or claims, which available information
management. Accordingly, management is the |nd!cate_s_have at least a_reason'able_pots_s_lblln
primary source of information about these mat- ©f 'mpa'””gl.az.sl?_ts or Ancgga_sm? (Iilabllmes.
ters?2 Examiners ordinarily do not possess legal Contlngen_t labilities should include unas-
skills and therefore cannot make legal judg- Sertéd claims or assessments.

ments on such information. The examiner should A
request that bank management send a letter BB

inquiry to tho_s_e attorneys with whom it has'date of counsel's response. That date of respon
consulted on litigation, claims, and assessment§hou|d be as close to the completion of the
The letter of inquiry is the examiner's primary o, amination as practicable, yet should allo

Lneans of corrotboratlng information furnisheds gicient time for evaluation of responses anc
y management. follow-up of nonreplies. In some cases, the

Maxaminer may wish to obtain an interim respons

iner should consider the scope of counsel's P : :
. - in ition final r n h imel
involvement with the bank. Banks frequently? aadition to a final response) so that a timely

) Y preliminary evaluation of material legal matters
engage a number of law firms, so the examin

letter of inquiry should ask for a response
th as of the examination date and as of th

. ay be made. Letters of inquiry should be
should have the bank direct requests to botl,jeq early enough to allow them to circulate
general counsel and counsel whose service i

imited t foul ft Ordinarily. inqui ithin the law firm because several attorney:
Imitéd to particuiar matters. rainanly, INquir- 4y e considering legal matters for the bank

|es| shoutld_ be mtade of a:]I outside tchounsel. . Before completing the examination, the exam
n certain instances, NOWeVer, e examin€lor shoyld request that appropriate bank offi

may’be reasonably certain that some of th ials contact counsel who have not responded 1
bank’s counsels are handling only routine Mateq initial letter of inquiry.

ters that ultimately won't have a significant The examiner should not assume that ban
effect on the bank’s financial condition. In these anagement or counsel will keep him or hel
cases, the examiner-in-charge may decide not{Hf gd f devel b P h
send letters of inquiry to those counsels. nformed of developments subsequent to th

Requests for corroboration from legal counse?‘ate of counsell_s resrﬁ)on.;e. Accordingly, if ther
should ask for information about litigation, Is reason to believe that there may be subseque

impending litigation, claims, and Contingentdevelopments,theexamlnershould contact bar

liabilities. For the purposes of these requests, th0 ?ngﬁmgt?ér?%?g]a?lifx:nzuZﬁgﬂ%;ﬁiéﬁgo
terms impending litigation and contingent liabil- ' 9 P

ities have the following meanings: erative or regarded as incapable of supervisin
matters concerning litigation, or if other sensi-

tivities mandate circumvention of bank manage
ment, then the examiner should bring the matte
to the attention of Federal Reserve Bank man
- agement for further communications with the
1. Legal or litigation risk is the risk that contracts are notbank’s management and counsel, which coul

legally enforceable or documented properly. Legal risks shoulihclude direct contact with bank counsel.
be limited and managed through policies developed by the

institution’s legal counsel. At a minimum, guidelines and

processes should be in place to ensure the enforceability

counterparty agreements. EXAN”NA-“ON-RELATED
2. In limited circumstances, a bank director who is not anSUBSEQUENT EVENTS

officer of the bank may have direct knowledge and control of

legal information, usually when the director’s primary occu- . . .

pation is as an attorney. Management in these rare instanc®S @ practical matter, the examination, anc
may have limited knowledge and control of legal information.therefore the report of examination, is as of &
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4100.1 Litigation and Other Legal Matters; Examination-Related Subsequent Events

stated date. However, events or transactiorexist at the date of examination, but that arose
sometimes occur, subsequent to the date slibsequently. An example of that type of event
examination, but before the date the report ofvould be new litigation arising subsequent to
examination is submitted to the Reserve Bankhe examination date but before submission of
that may have a significant effect on the soundthe examination report or a merger agreement
ness of a bank. Such events and transactions aigned subsequent to the examination date.
referred to as “subsequent events” and may be All information that becomes available before
of two types. the submission of the report of examination

One type includes those events or transactiorshould be used by the examiner in his or her
that provide additional evidence about condievaluations of the bank. Accordingly, all events
tions that existed at the examination dateor transactions that either significantly affect or
Examples of this type are the bankruptcy of @ave the potential to significantly affect the
significant borrower or the resolution of out-soundness of the bank should be reflected in the
standing litigation. report of examination, regardless of whether

The second type includes those events thaihey occurred before or subsequent to the
provide evidence about conditions that did noexamination date.

May 1996 Commercial Bank Examination Manual
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Litigation and Other Legal Matters;
Examination-Related Subsequent Events

Examination Objectives
Effective date May 1996

Section 4100.2

1. To determine whether any events or transa@.
tions have occurred subsequent to the exami-
nation date that have had or may have a
significant impact on the present or future
soundness of the bank or on the conclusions
expressed in the report of examination.

To determine the effect of legal counsel’s
evaluation of litigation, impending litigation,

claims, and contingent liabilities on the
examiner’s overall conclusion regarding the
soundness of the bank.

Commercial Bank Examination Manual
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Litigation and Other Legal Matters,
Examination-Related Subsequent Events

Examination Procedures
Effective date March 1984

Section 4100.3

1. Obtain from the bank officer responsible for
legal matters a listing of impending or
threatened litigation. For each item, the
following information should be included:

« Nature of the litigation.

* Progress of case to date.

e How management is responding or
intends to respond to the litigation.

e An evaluation of the likelihood of an
unfavorable outcome and an estimate, if
one can be made, of the amount or range
of potential loss.

2. Obtain from the bank officer responsible for
legal matters a listing of unasserted claims
or assessments management considers will
probably be asserted and which, if asserted,
would have at least a reasonable possibil-
ity of an unfavorable outcome. For each
item, the following information should be
included:

« Nature of the matter.

* How management intends to respond if g
the claim is asserted.

« Possible exposure if the claim is asserted.

3. Obtain, from management, a listing of
attorneys and legal firms to whom litigation
and related matters have been referred.
Also, obtain a listing of any litigation noted
in the newest review done by internal/
external auditors from the examiner
assigned “Internal Control” and determine
that corrections have been accomplished.

4. Review bills supporting major charges to
the general ledger expenses account(s) for
legal services as a test of the completeness
of the list supplied by the bank.

5. Request that management incorporate infor-
mation obtained in above steps in a letter to
the bank’s legal counsel for corroboration.
(A suggested format for such letter can be
found in the appendix to this manual.)

6. Evaluate management’s listing of litigation,
unasserted claims and assessments and coun-
sel's replies for the effect on the financial
condition of the bank, giving appropriate
consideration to any insurance coverage.

7. Obtain and review copies of any subsequent
interim financial statements. Examples of
such statements are:

Published reports sent to shareholders c

others.

Reports submitted to the board of direc-

tors by internal auditors, external auditors

or management.

Statements of condition.

Income statements.

— Inquire as to whether interim state-
ments obtained were prepared on the
same basis as that used for the state
ments as of the examination date. If
not, request proper adjustments to the
interim statements.

— Compare the interim financial state-
ments, especially income statements
to similar statements for the corre-
sponding period in the prior year and
to budgets, profit plans, etc., for the
current period, if such are available.

— Obtain from management satisfactory
explanations for any unusual items or
significant fluctuations noted.

Make inquiries of and hold discussions with
officers and other executives who have
responsibility for the following matters:

Changes in credit lines or transactions
with officers, directors, controlling share-
holders, affiliated bank holding compa-
nies, affiliates of an affiliated holding
company or their interests.

Changes in significant accounting
policies.

Changes in senior officers.

Any event or combination of events which
have had or could have a material advers
effect on the bank’s financial condition,
including liquidity, or results of opera-
tion, such as the default of a bond issue ir
which the bank has substantial holdings
or the filing of bankruptcy by a major
borrower.

Commencement or discontinuance of ser
vices not requiring prior approval.
Execution of significant contracts, such as
for employment, leases, pension or othe
fringe benefit programs.

Significant new contingent liabilities or
commitments other than those referred tc
above.

Significant changes in assets which may
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4100.3

Litigation, Examination-Related Subsequent Events: Examination Procedures

9.

10.

11.

not be evident from the review of subse-
guent interim financial statements, such
as a shift in the amount of loans or
investments in special categories, or un-
usal adjustments made in or after the o
subsequent interim financial statements
reviewed in connection with step 7 above.

Distribute information obtained in step 8 to

the appropriate examiners.

Read minutes of all meetings of stockhold-

ers, directors, and appropriate committee

(investment, loans, etc.)

» Ascertain from officials of the bank
whether minutes of all such meetings
subsequent to the examination date are set
forth in the minute book.

» As to meetings for which minutes have
not been prepared at the date of the
review, inquire directly of persons presentl4-
at the meetings and, preferably, of the
person charged with the responsibility of
preparing the minutes, concerning mat-
ters dealt with at such meetings. 15.

If specific violations of law or areas of

3.

weakness have been reported to manage-
ment earlier in the examination, determine

the extent to which management has pro-

ceeded toward corrective action.

Make additional inquiries or perform such
procedures as considered necessary and
appropriate to dispose of questions that
arose in the course of the preceding proce-
dures, inquiries and discussions.

If, as a result of performing the above

procedures, information is obtained that has
a significant impact on the evaluation of the

soundness of the bank, extend the appropri-
ate examination procedures so that sulffi-
cient evidence is reviewed and documented
in the workpapers to support the conclu-

sions reached.

Prepare comments for the examination
report on any events or transaction noted
which may have a material effect on the
soundness of the bank.

Update the workpapers with any informa-
tion that will facilitate future examinations.

March 1994
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Contingent Claims from Off-Balance-Sheet Credit Activities
Effective date November 1995 Section 4110.1

INTRODUCTION and control contingent liabilities, and to ensure
compliance with all applicable laws, regula-
Off-balance-sheet credit activities have been oniéons, and statements of regulatory policy.
of the fastest growing areas of banking activity.
Although these activities may not be reflected
on the balance sheet, they must be thoroughly
reviewed because they can expose the bank (BFF BALANCE-SHEET LENDING
contingent liabilities. Contingent liabilities are ACTIVITIES
financial obligations of a bank that are depen-
dent on future events or actions of another partyn reviewing individual credit lines, all of a
The purpose of this section is to provide acustomer’s borrowing arrangements with the
concise reference for contingent liabilities thabank (for example, direct loans, letters of credit
arise from off-balance-sheet credit activities (forand loan commitments) should be considerec
example, loan commitments and letters of credit)The factors analyzed in evaluating a direct loa
This section will also include some discussior(financial performance, ability and willingness
of other contingent liabilities, which arise fromto pay, collateral protection, and future pros-
asset sales and other off-balance-sheet activitigsects) are applicable to the review of off-balance
Activities such as trusts, securities clearancesheet lending arrangements. When analyzin
securities brokerage, and corporate managemehese activities, however, examiners shouls
advisory services involve significant operationakvaluate the probability of draws under the
and fiduciary risks and require specializecbank’s off-balance-sheet lending arrangement
examination procedures. Consult section 601@yith its customers and should evaluate whethe
“Other Types of Examinations,” in this manual the allowance for loan and lease losses ade
for further information about these activities. quately reflects the associated risks. Conside
Derivatives are also not covered in this secation should also be given to compliance witt
tion. The acquisition and management of derivalaws and regulations. Refer to section 2040
tives for the bank’s own account are covered irfiLoan Portfolio Management,” of this manual
detail in sections 2020 and 4090, “Acquisitionfor further details.
and Management of Nontrading Securities and
Derivative Instruments” and “Interest-Rate Risk
Management” of this manual. Th&rading
Activities Manualprovides more specific guid- LOan Commitments
ance for the examination of banks that are
involved in derivatives trading and customerA formal loan commitment is a written agree-
accommodation activities. ment signed by the borrower and the lender the
Risks associated with contingent liabilitiesdetails the terms and conditions under which :
may ultimately result in charges against capitalloan, up to a specified amount, will be made
As a result, full-scope examinations will includeUnlike a standby letter of credit, which commits
an analysis of these risks. Each of the majothe bank to satisfying its customer’s obligation
components of the examination—capital, assd@ a third party, a loan commitment involves
quality, management, liquidity, and earnings_omy the bank and its customer. The commit-
incorporates an assessment of the risks assofient will have an expiration date and, in
ated with off-balance-sheet credit activities €xchange for agreeing to make the accommod:
While it is impossible to enumerate all of thetion, the bank often requires the customer to pa
types and characteristics of contingent liabilitie$ fee and/or maintain a stipulated compensatin
here, some of the more common ones arbalance.
discussed in this section. In all cases, the exam- Some commitments, such as a working capi
iner’s overall objectives are to assess the potetal line, revolving credit facility, or a term loan
tial impact of these contingent liabilities on thefacility, are expected to be used. Other commit
financial condition of the bank, to ascertain thements, such as back-up lines of credit for
likelihood that such contingencies may ulti-commercial paper issuance, involve usage th:
mately result in losses to the bank, to ensure thé not anticipated unless the customer is unabl
management has appropriate systems to identifg retire or roll over the issue at maturity.
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4110.1 Contingent Claims from Off-Balance-Sheet Credit Activities

Lines of Credit may provide the bank with leverage in negotia-
tions with the customer over such issues as
A line of credit expresses to the customer'€duests for additional collateral and/or personal

usually by letter, a bank’s willingness to lend upguarantees.

to a certain amount over a specified timeframe, A bank cannot always routinely determine

These lines of credit are disclosed to the cus¥hether funding of a commitment or line of
tomer and are referred to as “advised” orCredit will be required; therefore, the examiner

“confirmed” lines. In contrast, “guidance” lines must always subject the line of credit to careful

(also referred to as internal guidance lines) ar@n@lysis. A MAC clause could allow the bank
not disclosed to the customer. “Guidance” linesl© "efuse funding to a financially troubled bor-
of credit are formally approved like any other’®Wer; & default in other contract covenants
loans or commitments and are established goU!d cause the termination of the commitment
aid the loan officer who is servicing an accounf’ line of credit. Some banks might strictly
act quickly to an unexpected request for fundenforce the terms of a credit arrangement and
Many lines of credit may be cancelled if thef€fuse funding if any of the covenants are
customer's financial condition deteriorates; othProken. Other banks take a more accommodat-
ers are simply subject to cancellation at thd"d approach and will continue to make advances
option of the issuer, such as “guidance” linesunless the customer files for bankruptey. In the
and other nonbinding agreements. Lines of credffn@ analysis, the procedures normally followed
usually require periodic or annual borrowingPy the bank in honoring or terminating a con-

cleanups. Not adhering to cleanup provisions iingent lending agreement are important in the
a well-defined weakness. examiner’s overall evaluation of the credit risk.

Disagreements may arise as to what consti-
tutes a legally binding commitment. A bank’s
own descriptive terminology alone may notRisk Management for Loan
always be the best guideline. For example, €ommitments and Lines of Credit
credit arrangement could be referred to as a
I’evocab|e |ine Of Credit but, at the same time, |t|'he primary risk inherent in any future exten-
may be a legally binding commitment to lend—sjon of credit is that the condition of the bor-
eSDECIally |f Conslderat|0n haS been g|Ven by thﬁ)wer may Change between the issuing of the
customer for the bank’s promise to lend and iommitment and its funding. However, commit-
the terms of the agreement between the partiegents may also entail liquidity and interest-rate
result in a contract. Therefore, management gfgk.

the bank should properly distinguish its legally - gyaminers should evaluate anticipated draw-
binding loan commitments from its revocableygwns of an issuing bank’s loan commitments

loan commitments. Proper documentation will,q jines of credit relative to the bank’s antici-
help ensure that the bank’s position is defen5|b|5ated funding sources. A draw under lines of
if legal action becomes necessary to cancel Gegjt may be in the form of a letter of credit

loan commitment. issued on the borrower’s behalf. Such letters of
Some lending agreements contain a “materiatredit share the same collateral as the line of
adverse change” (MAC) clause, which iscredit, and the issuance of the letter of credit
intended to allow the bank to terminate theuses availability under the line. At each exami-
commitment or line of credit if the customer’s nation, the draws that are anticipated for unused
financial condition deteriorates. This clause magommitments and advised lines of credit should
apply to the continuing financial condition of be estimated. If the amount of unfunded com-
guarantors. The extent to which MAC clausesnitments is large relative to the bank’s liquidity
are enforceable depends on several factorppsition, further analysis is suggested to deter-
including whether a legally binding relationshipmine whether borrowed funds will have to be
remains despite specific financial covenants thaised and, if so, the amount and sources of such
are violated. Some documents make only &nds. Concerns and comments should be noted
vague reference to a borrower’s responsibilityn the Liquidity/Funds Management page in the
for maintaining a satisfactory financial condi-report of examination. Also, loan commitments
tion. Although the enforceability of MAC clausesare to be reported on the commitments and
may be subject to some uncertainty, such clausesntingencies schedule in the report of exami-
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Contingent Claims from Off-Balance-Sheet Credit Activities 4110.

nation. For further information, refer to sections* a contract between the account party and th

4020, 4090, and 6000, “Asset/Liability Manage- issuer of the letter of credit (The issuer is the

ment,” “Interest-Rate Risk Management,” and party obligated to pay when the terms of the

“Instructions for the Report of Examination,” in  letter of credit are satisfied. The account party

this manual. agrees to reimburse the issuer for any pay
ments made.)

 a contract between the issuer and the benef

ciary, whereby the issuer agrees to pay th

LETTERS OF CREDIT beneficiary in compliance with the terms and

A letter of credit substitutes the credit capacity conditions of the letter

of a financial institution for that of an individual
or a corporation. The concept of substituting one
obligor’s financial standing for another party’sPolicies and Procedures
financial standing has been used in financing
the international shipment of merchandise foMaintaining adequate written policies and pro-
centuries (imports and exports). Today, letters afedures and monitoring letters of credit activi-
credit are also used in a wide variety of otheties are part of the fiduciary and oversight
commercial financing transactions, such asesponsibilities of the board of directors. Gen-
guaranteeing obligations involving the privateerally, policies and procedures governing the
placement of securities and ensuring payment iimstitution’s issuance of letters of credit are
the event of nonperformance of an obligatedontained in a section of the loan policy manual
party. In addition, letters of credit are used to The letter of credit policy should thoroughly
secure the guarantees of principals in real estagxplain the institution’s procedures in issuing
development loans. For additional informa-both commercial letters of credit and standby
tion on letters of credit, see section 7080letters of credit. The policy should outline
“International—Letters of Credit,” in this desirable and undesirable issuances, designe
manual. persons authorized to issue letters of credit an
their corresponding loan authority, and define
the recordkeeping and documentation require
Elements of a Letter of Credit ments includir_lg the need to establish separa
files for each issuance.

If several lending departments issue letters ¢
credit, the policy should explicitly assign respon-
sibility for file maintenance and recordkeeping.
A separate file containing an exact copy of eac|
outstanding letter of credit and all the supportinc
pfocumentation that the underwriter used ir

deciding to issue the letter should be included ir
he file. This documentation should be the sam

dependent on the presentation of conformin s the financial documentation used for originat

documents as specified in the letter of credi g any other form of credit, which includes

and not on the factual performance or nonpergurrent financial statements, current income

formance by the parties to the underlying>i2lEMeNts, purpose of the letter of credit
transaction collateral-security documentation, proof-of-lien

« an unqualified obligation of the account part)POSition’ borrowing authorization, all correspon-
to reimburse the issuer for payments madgence, and officers’ memoranda.
under the letter of credit

A letter of credit should contain the following
elements:

* a conspicuous statement that the document
a letter of credit

 a specified expiration date or a definite ter
and an amount

 an obligation of the issuer to pay that is solel)}

A letter of credit involves at least three partiedDocumentation
and is three separate and distinct contracts:
In addition, the file must contain the documen:-
* a contract between the account party and thiation associated with any disbursements o
beneficiary under which the account party hapayments made. For a commercial letter o
an obligation of payment or performance  credit, these documents may include—
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4110.1 Contingent Claims from Off-Balance-Sheet Credit Activities

the draft (sometimes called the bill of the amount of the funding is determinable. Most

exchange), which is the demand for paymenstandby letters of credit will not be recorded

» the commercial invoice, a document describas a liability. However, their existence will

ing the goods being shipped (prepared by thbe disclosed in the footnotes to the financial

seller and signed by the buyer); statements.

the bill of lading, which documents that ship-

ment of the goods has taken place and gives

the issuer an interest in the goods in the everBenefits of Letters of Credit

the account party defaults;

customs documentation that verifies that alBoth the customer and the financial institution

required duties have been paid; can benefit from letters of credit. Through the

the insurance certificate, which provides eviuse of a letter of credit, a customer can often

dence that the seller has procured insurancesbtain a less expensive source of funds than

the consular documents, which state that thevould be possible through direct financing from

shipment of goods satisfies the import/exporthe institution. For example, the customer may

regulations; and be able to take advantage of a seller’s credit

the certificates of origin and inspection, whichterms with the backing of a letter of credit to

state that the goods originated in a specifiedubstantiate the customer’s credit capacity. The

country to guard against the substitution ofnstitution receives a fee for providing the ser-

second-quality merchandise. vice. In addition, the institution hopes to build a
better working relationship with its customers,

The documents associated with standby lewho may generate or refer other profitable

ters of credit are far less complicated than thoskusiness.

for commercial letters of credit. Often no docu-

ment is necessary to support the beneficiary’s

draw upon a standby letter of credit. This is whaReyocable or Irrevocable

is referred to as a clean standby letter of credit

and should be discouraged due to the possibletters of credit can be issued as either revo-
legal expense of defending any action taken igaple or irrevocable. The revocable letter of

honoring or dishono_ring a draw Without.specificcredit is rarely used because it may be amended
documentary requirements. At a minimum,o canceled by the issuer without the consent of
standby letters of credit should require a benefine other parties. Most letters of credit are issued
ciary’s certificate asserting that the accounks jrrevocable with a stipulation that no changes

party has not performed according to the conmay be made to the original terms without the
tract or has defaulted on the obligation, as welly|| consent of all parties.

as a copy of the contract between the account
party and beneficiary.

3

.

Risks in Issuing Letters of Credit

Accounting Issues A financial institution must be aware of the
credit risks that are associated with letters of
Since letters of credit represent a contingentredit and must issue letters of credit only when
liability to the issuing institution, they must beits resources are adequate. Although letters of
disclosed in the financial statements in accoreredit are not originally made as loans, they may
dance with generally accepted accounting prinlead to loans if the account party cannot meet its
ciples (GAAP). The Financial Accounting Stan-obligations. Therefore, the institution must
dards Board has stipulated in its Statement dimplement the same prudent underwriting guide-
Financial Accounting Standard No. 5 that thdines for letters of credit as for other extensions
nature and the amount of a standby letter o6f commercial credit. Refer to section 2080,
credit must be disclosed in the institution’s“Commercial Loans,” in this manual for further
financial statement. Commercial letters of creditetails.
and standby letters of credit should be accounted The importance of adequate documentation
for on the balance sheet as liabilities if it iscannot be overemphasized. Commercial letters
probable that the bank will disburse funds, and ibf credit are part of a continuous flow of
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Contingent Claims from Off-Balance-Sheet Credit Activities 4110.

transactions evolving from letters of credit tomust be strict—not merely substantial. Testinc

sight drafts to acceptances. Repayment mayf LOCs should involve two or more persons

depend on the eventual sale of the goodtrough dual authorization or segregation of

involved; however, the goods may not provideduties to prevent fraud by employees in this

any collateral protection. Thus, proper handlingprocess.

and accuracy of the required documents are of

primary concern. Letters of credit are frequently

issued via tested telex, which verifies the authen-

ticity of the sender (usually another bank). NoUniform Commercial Code

institution should honor a letter of credit pre-

sented by a beneficiary without first confirmingggth the issuer and the beneficiary of letters o

its authenticity. o o credit are obligated to conform to a uniform set
Commercial letters of credit involving imports of ryles governed by article 5 of the Uniform

must be considered unsecured until the goodSommercial Code (UCC). These rules are ref

have passed customs, the security documendgenced in the Uniform Customs and Practic

specified in the letter of credit have been prefor pocumentary Credits (UCP). The UCC is a

sented, and the goods have been verified angt of articles governing commercial transac

controlled. _ _ _ tions adopted by various states, whereas th
Letters of credit are subject to the risk ofycp encompasses all of the international guide

fraud perpetrated by customers, beneficiaries, @hes for trading goods and services. Local law:

insiders of the issuing institution. Moreover,and customs vary and must be followed unde
standby letters of credit can be used by officergdvice of counsel.

or directors as a vehicle for obtaining credit at

another institution. It is important to note that

Regulation O requirements apply to standby

letters of credit.

Consequently, letters of credit should be issued YPES OF LETTERS OF CREDIT

under the same strict internal controls as an

other extension of credit. Such controls includehere are two major types of letters of credit:
a requirement of dual or multilevel authoriza-the commercial letter of Credit, also referred tc
tions and the segregation of the issuing, recorcdS a trade letter of credit, and the standby lette

keeping, acceptance, and payment functions. of _cr_edit. Banks have significan_tly inc_reased
their issuances of letters of credit, particularly

standby letters. A contributing factor to this
. . . . significant increase is that by issuing letters o
Risks in Honoring Letters of Credit  credit, an institution can increase its earning:
without disbursing funds and increasing tota
The honoring of another institution’s letter of assets. The institution charges a fee for the ris
credit or acceptance requires strict verificatiomf default or nonperformance by the customer
procedures as well as dual authorization by thehereby increasing the bank’s return on averag
honoring financial institution. Reasons for strictassets. It is important for examiners to be
procedures and authorizations are numerousoncerned with the elements of risk that are
The issuer may be unable or unwilling to honofpresent in the institution’s practices regarding
a letter of credit or standby letter of credit,the issuance of letters of credit. Examiners
claiming that the document is fraudulent or ashould then assess the institution’s system ¢
forgery or that the signer was unauthorizedcontrols that can mitigate the risks (including
Before honoring any other institution’s letter ofstaff experience, proper documentation, an
credit, a bank should confirm in writing that thethe quality of underwriting). The standards for
letter of credit is valid and will be honored underissuing letters of credit should be no less strin
specified conditions. Agreements with issuergent than the standards for making a loan
for accepting letters of credit issued by testedikewise, the letter-of-credit portfolio requires
telex should provide specific conditions unde&a review as thorough as the lending review
which they will be honored. A default or nonperformance by the accoun
To minimize risks of loss, compliance with party of a letter of credit will have the same
the conditions outlined within the letter of creditimpact as a default on a loan.
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4110.1 Contingent Claims from Off-Balance-Sheet Credit Activities

Commercial Letters of Credit in effect, enhances the credit standing of the
bank’s customer.
The commercial letter of credit (LOC) is com- SBLOCs may be financially oriented (finan-
monly used as a means of financing the sale &ial SBLOCs), whereby an account party agrees
goods between a buyer and seller. Generally, t@ make payment to the beneficiary, or SBLOCs
seller will contract with a buyer on an open-may be service-oriented (performance SBLOCs),
account basis, whereby the seller ships thwhereby the financial institution guarantees to
goods to the buyer and submits an invoice. Té"ake payment if its customer fails to perform a
avoid the risk of nonpayment, the seller mayonfinancial contractual obligation.
require the buyer to provide a commercial letter
of credit. To satisfy the requirement, the buyer .
applies for a letter of credit at a financialFinancial SBLOCs
institution. If approved, the letter of credit would _ ) )
contain specified terms and conditions in favofinancial SBLOCs are often used to back direct
of the seller (beneficiary), and the buyer (accourfthancial obligations such as commercial paper,
party) would agree to reimburse the financiaf@x-€xempt securities, or the margin require-
institution for payments drawn against the letterents of exchanges. For example, if the bank’s
The commercial letter of credit can be used tgustomer issues commercial paper supported
finance one shipment or multiple shipments oPy an SBLOC, and the bank’s customer is
goods. Once documents that provide evidencéhable to repay the commercial paper at matu-
that the goods have been shipped in accordan&®. the holder of the commercial paper may
with the terms of the letter of credit are receivedrequest the bank to make payment. Upon receipt
the seller can draw against the issued letter ¢¥ the request, the bank would repay the holders
credit through a documentary draft or a docu®f the commercial paper and account for the
mentary demand for payment. The institutiorPayment as a loan to the customer under the

honors the draft, and the buyer incurs an obliletter of credit. Because of this irrevocable
gation to reimburse the institution. commitment, the bank has, in effect, directly

Letters of credit can be secured by Casﬁ,ubstitute_d its credit for that of its customer
deposits, a lien on the shipped goods or othéfPon the issuance of the SBLOC.; consequently,
inventory, accounts receivable, or other forms ofe SBLOC has become a credit enhancement
collateral. Commercial letters of credit “sold for for the customer.
cash” (that is, secured by cash deposits) pose
very little risk to a bank as long as the bank,
before making payment on the draft, ensureBerformance SBLOCs
that the beneficiary provides the proper docu- .
ments. If credit is extended to pay for the goods; €rformance SBLOCs are generally transaction-
the subsequent loan presents the same creg@Recific commitments that the issuer will make

risks associated with any other similar loan. Payment if the bank’s customer fails to perform
a nonfinancial contractual obligation, such as to

ship a product or provide a service. Performance
. SBLOCs are often used to guarantee bid or
Standby Letters of Credit performance bonds. Through a performance
SBLOC, the bank provides a guaranty of funds
The standby letter of credit (SBLOC) is anto complete a project if the account party does
irrevocable commitment on the part of thenot perform under the contract. In contrast to the
issuing institution to make payment to a desigfinancial SBLOC, the bank’s irrevocable com-
nated beneficiary if the institution’s customermitment provides liquidity to the obligor and not
the account party, defaults on an obligation. Thelirectly to a third-party beneficiary.
SBLOC differs from the commercial letter of Unlike a commercial letter of credit, a demand
credit because it is not dependent on the movder payment against an SBLOC is generally an
ment of goods. While the commercial letter ofindication that something is wrong. The non-
credit eliminates the beneficiary’s risk of non-performance or default that triggers payment
payment under the contract of sale, the SBLO@nder the SBLOC often signals the financial
eliminates the financial risks resulting fromweakness of the customer, whereas payment
nonperformance under a contract. The SBLOQ)nder a commercial letter of credit suggests that
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the account party is conducting its business dsigher rating and bear a lower rate of interest
usual. Standby letters of credit can be eitheAn SBLOC could also be used as a credi
unsecured or secured by a deposit or other forenhancer for packaging retail loans for public
of collateral. sale. The use of an SBLOC in this situation
typically carries minimal overall risk because
the packaging institution normally sets aside
Uses contingent reserve for losses. However, if the
reserve is inadequate, the SBLOC should b

The uses of standby letters of credit are practieviewed for possible classification.
cally unlimited. The more common areas of use

include the following.
9 SBLOCs Issued as Surety for Revenue

Financing Real Estate Developmemt mort- BONds

agee will condition its loan commitment upon . . ) . .
gag b SBLOCs may be issued in conjunction with the

a cash contribution to a project by the developd | f hat is f d witr
ers. Although the lender insists that the develd€velopment of a property that is financed wit
ax-free or general revenue bonds. In thes

opers have some equity in the project, th " icipal icall
developer may not have funds available as the/2nsactions, a municipal agency—typically,
are tied up in other projects. The parties ofte cal h_ousmg authority or r_eglonal deyelopmen1
use the letter of credit to satisfy the requiremenuthority—sells bonds to investors in order tc

- - -+ finance the development of a specific project
for equity without the need for a cash deposﬂ.once the bonds are issued, the proceeds 2

Fulfilling Municipal RequlationsMost munici- placed with a trustee and then loaned at less thz
9 P 9 market rates to the developer of the project. Th

palities require some fprm of a perf.ormanceoeIow-market-rate loan that is granted to the
bond to ensure that infrastructure improve-

ments, such as buildings, roads, and utimdeveloper enables the municipal agency t
S 9s, ’ .yencourage development without expending ta
services, are completed. Because the bondi

; . gollars. The municipal agency has no liability;
companies generally required a letter of cred e bond investors only have recourse again:
as collateral for their bond, developers begat, o gnecific project. If the bonds are exemp
ggggﬂt% t:eheTr?eBlégEOtg fg%r?bu;gf;pglg?’e acs(’)nifrom federal taxation, they will generally carry a
mon than the performance bond. The SBLO elow-market interest rate. If the bonds are no

rovides the municipality the guaranty of fund ax free—and some municipal bonds are not ta
P paiity 9 ty ree—they will carry a market rate of interest.

tdo Vccl)mplrege ner::etssag rlrwprmr/em?rmj if the Because the bonds are secured only by th
eveloper does not periorm as required. project, an SBLOC is typically obtained by the

. . . . beneficiary (in this example, the municipal
Securing NotesA lender will sometimes ask its agency) from a financial institution to provide

obligor to secure the balance of a promissoryqgitional security to the bondholders. The
note with an SBLOC issued by another bank. gg| oC is usually for an amount greater thar
the face amount of the bonds, so the bond
Ensuring PerformanceThe standby letter of holders’ accrued interest between interes
credit is similar to a performance bond. Oftepayment dates is usually secured. The ban
the seller of goods will have the borrower obtaingenerally secures its SBLOC with a lien that is
a commercial letter of credit to ensure paymentubordinate to the authority’s or trustees’ lien
simultaneously, the buyer will have the selleragainst the property and the personal guarante
obtain a standby letter of credit to ensure that thgf the principal. Underwriting standards and
goods are delivered when agreed and in accepiredit analysis for SBLOCs should mirror those
able condition. employed for direct loans.
The trustee receives periodic payments fron
Guaranteeing SecuritiesThe standby letter of the developer and then pays the bondholde!
credit guarantees obligations involving the pritheir periodic interest payments and also pay
vate placement of securities, such as revenuhe financial institution its letter-of-credit fee. In
and development bonds. If an SBLOC securethe event of a default by the developer, the
against default, such paper will generally have &ustee will draw upon the SBLOC to repay the
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bondholders. If such a default occurs, the issuProtection against loss may be provided by a
ing financial institution assumes the role of thdong-term lease from a major tenant of an
lender for the project. industrial property or a lease from a housing
The structure of the transaction requires thauthority with a governmental funding commit-
bank issuing the SBLOC to assume virtually aliment or guaranty.
of the risk. Because the purpose of these bonds
is to encourage development, financially mar-
ginal projects, which would not be feasibleClassification of SBLOCs
under conventional financing, are often financed
in this manner. The primary underwriting con-It may be appropriate to adversely classify an
sideration is the ability of the securing propertySBLOC if draws under the SBLOC are probable
to service the debt. The debt-service-coveragand a well-defined credit weakness exists. For
calculations should include both the tax-freeexample, deterioration of the financial standing
rate, if applicable, obtained through the revenuef the account party could jeopardize perfor-
bonds and market interest rates. The operatiomsance under the letter of credit and result in the
of the securing property should also be monirequirement of payment to the beneficiary. Such
tored on an ongoing basis. If new construction i& payment would result in a loan to the account
involved, the progress should be monitored angdarty and could result in a collection problem,
any cost overruns should be identified andspecially if the SBLOC was unsecured. If
addressed. payment is probable and the account party does
not have the ability to repay the institution, an
adverse classification is warranted. FASB 5
Renewal of SBLOCs requires that if a loss contingency is probable
and can be reasonably estimated, a charge to
Although most SBLOCSs contain periodic renewaincome must be accrued. Refer to section 2060,
features, the examiner must be aware that tH&lassification of Credits,” in this manual for
bank cannot relieve itself from liability simply procedures on SBLOC classification.
by choosing not to renew the SBLOC. Virtually
all of the bond issues require a notice of non-
renewal before the expiration of the SBLOC. If
such notice is received by the trustee, the trustddANKER'S ACCEPTANCES
normally considers the notice an event of default
and draws against the existing SBLOC. Th&Vhen the beneficiary presents a draft to the
bank should protect itself, therefore, by continuissuer in compliance with the terms of a com-
ously monitoring both the project and the statusnercial letter of credit, the method of honoring
of the bonds. Documentation should be mainthe draft is acceptance. The issuer will stamp the
tained in the bank’s file to substantiate theword “accepted” across the face of the draft,
property’s occupancy, its cashflow position, andvhich makes the instrument negotiable. Thus,
the status of the bonds. In addition to the currerthe institution upon which the draft is drawn
status of interest payments, any requirements faonverts what was originally an order to pay
a sinking fund that are contained in the bondnto an unconditional promise to pay. Depend-
indenture should also be monitored. ing on the terms specified in the letter of credit,
Some letters of credit are automatically renewpayment of the draft can vary from sight to
able unless the issuing bank gives the beneft80 days. There is a ready market for these
ciary prior notice (usually 30 days). Theseinstruments, because payment must be made at
letters of credit represent some additional risknaturity by the accepting institution, whether or
because of the notification requirement placedot it is reimbursed by its customer. These
on the bank. As noted above, proper monitoringcceptances are readily negotiable, and a bene-
and timely follow-up are imperative to minimize ficiary may sell accepted time drafts to other
risk. financial institutions at a discount. Acceptances
Without the benefit of a substantial guarantoare governed by article 3 of the UCC, and any
or equity in the collateral, these SBLOCs presenights the parties have under acceptance are
more than normal risk of loss. If the SBLOC issubject to the rules of that article. For further
converted into an extension of credit, the loarliscussion of banker's acceptances, see sec-
will likely be classified substandard or worsetion 7060, “International—Banker's Accep-
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tances,” and the Instructions for the PreparatiofReserve Act (12 USC 372). These difference
of the Report of Condition and Income. are mainly attributable to participations in ineli-
gible acceptances, to participations with “uncov-
ered” institutions, and to participations that do

.. . . , not conform to the minimum requirements sei
Participations in Banker’s forth in 12 CFR 250.163.)

Acceptances

The following discussion refers to the roles of
accepting and endorsing banks in banker’s acceNOTE—BSUANCE AND
tances. It does not apply to banks purchasinREVOLVING UNDERWRITING
other banks’ acceptances for investment pulCREDIT FACILITIES
poses. Banker’s acceptances may represent either
a direct or contingent liability of the bank. If the The first note-issuance facility (NIF) was intro-
acceptance is created by the bank, it constitutekiced in 1981. A NIF is a medium-term (five- to
a direct liability that must be paid on a specifiedseven-year) arrangement under which a bol
future date. The acceptance is also an on-balana@wer can issue short-term paper. The paper
sheet, recognized liability. If a bank participatesssued on a revolving basis, with maturities
in the funding risk of an acceptance created byanging from as low as seven days to up fc
another bank, the liability is contingent and theone year. Underwriters are committed either tc
item is carried off-balance-sheet. The financiapurchasing any unsold notes or to providing
strength and repayment ability of the acceptingtandby credit. Bank borrowing usually involves
bank should be considered in analyzing theommercial paper consisting of short-term cer
amount of risk associated with these contingertificates of deposit and, for nonbank borrowers
liabilities. generally promissory notes (Euronotes). Althougt
Participations in acceptances conveyed tdlIF is the most common term used for this type
others by the accepting bank include transef arrangement, other terms include the revolv
actions that provide for the other party to theng underwriting facility (RUF) and the standby
participation to pay the amount of its partici-note-issuance facility (SNIF).
pated share to the accepting bank at the maturity Another type of facility, a RUF, was intro-
of the acceptance, whether or not the accoumtced in 1982. A RUF is a medium-term revolv-
party defaults. Participations in acceptancesg commitment to guarantee the overseas sa
acquired by the nonaccepting bank include tran®f short-term negotiable promissory notes (usu
actions that provide for the nonaccepting banklly a fixed-spread over LIBOR) issued by the
to pay the amount of its participated share to thborrower at or below a predetermined interes
accepting bank at the maturity of the acceptanceate. RUFs separate the roles of the mediumn
whether or not the account party defaults. term risk-taker from the funding institutions (the
short-term investors). RUFs and NIFs allow
access to capital sources at interest rates consi
Call Report Treatment erably below conventional financing rates. The
savings in interest cost are derived because tt
For regulatory reporting purposes, the existendeorrower obtains the lower interest costs pre
of such participations is not to be recorded owailing in the short-term markets, while still
the balance sheet. Rather, both the acceptirigtaining the security of longer term financing
bank conveying the participation to others andommitments. The notes issued under RUFs al
the bank acquiring the participation from theattractive for institutional investors since they
accepting bank must report the amounts of sugpermit greater diversification of risk than the
participations in the appropriate item in Schedeertificates of deposit of only one bank. Under-
ule RC-L, Commitments and Contingencieswriters favor them because their commitment:
(The amount of participations in acceptancego not appear on the statement of financiz
reported in Schedule RC-L by a member bankondition. RUFs are usually structured for
may differ from the amount of such participa-periods of four to seven years.
tions that enter into the calculation of the bank’s A RUF differs from a NIF in that it separates
acceptances to be counted toward its acceptantd® functions of underwriting and distribution.
limit imposed by section 13 of the FederalWith a RUF, the lead bank (manager or arrangel
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acts as the only placing agent. The arranger Both whole loans and portions of loans are

retains total control over the placing of thesold. Banks sell portions of loans through

notes. participation arrangements and syndication
NIFs and RUFs are discussed further in th@greements.

Bank Holding Company Supervision Manual

Participations
GUARANTEES ISSUED S . .

A loan participation is a sharing or selling of
awnership interests in a loan between two or
ore financial institutions. Normally, a lead
ank originates the loan and sells ownership

antees are to be reported as contingent IiabiIitie'%tere_StS to one or more participating banks at
in Schedule RC-L. Refer to section 7090,t e F'me the loan is closed. The lead be_mk
“International—Guarantees Issued,” of this(Criginating bank) normally retains a partial
manual and to the call report instructions formterestlnthe loan, holds all loan documentation

further information. i

State member banks and foreign branches
U.S. banks are allowed to issue guarantees
sureties under certain circumstances. Such gu

in its own name, services the loan, and deals
directly with the customer for the benefit of all
participants. Properly structured, loan participa-
tions allow selling banks to accommodate large
ASSET SALES loan requests that would otherwise exceed lend-
ing limits, to diversify risk, and to improve
The term “asset sales,” in the following context, liquidity by obtaining additional loanable funds.
encompasses the range of activities from thBarticipating banks are able to compensate for
sale of whole loans to the sale of securitiesoW local demand for loans or invest in large
representing interests in pools of loans. Assetoans without their servicing burdens and origi-
sales programs entail establishing both a porflation costs. If not appropriately structured and
folio of assets that are structured to be easilffocumented, however, a loan participation can
salable and a distribution network to sell thePresent unwarranted risks to both the seller and
assets. Most large banks have expended grdwrchaser of the loan. Examiners should deter-
effort in developing structures and standardnine the nature and adequacy of the participa-
procedures to streamline asset-sale transactiofign arrangement and should analyze the credit
and continue to do so. quality of the loan. For further information on

Asset sales, if done properly, can have &articipations, refer to section 2040, “Loan
legitimate role in a bank’s overall asset and °rtfolio Management,” in this manual.
liability management, and can contribute to the
efficient functioning of the financial system. In
addition, these activities can assist a bank iSyndication
diversifying its risks and improving its liquidity.

The benefits of a qualifying sale transactionA syndication is an arrangement in which two or
are numerous. In particular, the sale of a loamore banks lend directly to the same borrower
reduces capital requirements. The treatment algmursuant to one loan agreement. Each bank in
enhances net income, assuming that the loanhe syndicate is a party to the loan agreement
was sold for a profit. and receives a note from the borrower evidenc-

Banks’ involvement in commercial loan salesing the borrower's debt to that bank. Each
and in public issuance of mortgage and asseparticipant in the syndicate, including the lead
backed securities has grown tremendously ovdrank, records its own share of the participated
the last decade. Banks are important both dean. Consequently, the recourse issues and
buyers and sellers of whole loans, loan particieontingent liabilities encountered in a loan
pations, and asset-backed securities. Banks alparticipation involving syndication are not
play important roles in servicing consumemormally an issue. However, many banks
receivables and mortgages backing securitigavolved in syndicated transactions will sell
and in providing credit enhancement to originasome of their allotment of the facility through
tors of primarily asset-backed securities. subparticipations. These subparticipations should
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be reviewed in the same manner as any otheelling institution to receive collateral and/or
participation arrangement. security agreements, obtain required guarantee
or notify the purchasing party of default or
adverse financial performance by the borrowel
L The purchaser of a loan may also assert clair
Asset Securitization that the financial information, which the pur-
chaser relied on when acquiring the loan, wa
Banks have long been involved with assetinaccurate, misleading, or fraudulent and tha
backed securities, both as investors in thesge selling bank was aware of the deficiencies
securities and as sellers of assets within thherefore, a certain degree of risk may in fact be
context of the securitization process. In recengvident in assets allegedly sold without recourse
years, banks have increased their participation iExaminers need to be mindful of this possibility
the long-established market for those securitiesnd its possible financial consequences on tt
that are backed by residential mortgage loangank under examination.
They have also expanded their securitizing Banks also face credit, liquidity, and interest-
activities to other types of assets, includingate risk in the period in which they accumulate
credit card receivables, automobile loans, boahe assets for sale. Especially in mortgage ban!
loans, commercial real estate loans, studeffig activities, the need to carefully monitor
loans, nonperforming loans, and lease receiVnterest-rate risk in the “pipeline” represents
ables. See section 4030, “Asset Securitization,one of the significant risks of the business
for a detailed discussion of the securitizatiorsellers of participations also face counterpart
process. risk similar to that of a funding desk, because
the loan-sales operation depends on the ongoir
willingness of purchasers to roll over existing
Risk participations and to buy new ones. In addition
ISKS many banks sell loans in the secondary marke

) but retain the responsibility for servicing the
Assets sold without recourse are generally not gygns.

contingent liability, and the bank should reflect
on its books only that portion of the assets it has
retained. In some instances, however, participa- .
tions must be repurchased to facilitate ultimaté\ccounting Issues
collection. For example, a bank may sell the
portion of a loan that is guaranteed by the SmalFor regulatory reporting purposes, some trans
Business Administration (SBA) and retain theactions involving the “sale” of assets must be
unguaranteed portion and the responsibility foreported as financing transactions (that is, a
servicing the loan. In the event of a default, théborrowings secured by the assets “sold”), anc
holder of the guaranteed portion has the optiobthers must be reported as sales of the asse
to request the originating bank to repurchase itsivolved. The treatment required for any par-
portion before presenting the loan to the SBAicular transfer of assets depends on whether tt
for ultimate disposition and collection. In addi- “seller” retains risk in connection with the
tion, some banks may repurchase assets atdnsfer of the assets. In general, to report th
absorb any loss even when no legal responsibitransfer of assets as a sale, the selling institutio
ity exists. It is necessary to determine managenust retain no risk of loss or obligation for
ment’s practice in order to evaluate the degrepayment of principal or interest.
of risk involved. If management routinely Al recourse arrangements should be docu
repurchases assets that were sold withouhented in writing. If a loan is sold with recourse
recourse, a contingency liability should be rechack to the seller, the selling bank has, in effect
ognized. The amount of the liability should beretained the full credit risk of the loan, and its
based on historical data. lending limit to the borrower is not reduced by
Contingent liabilities may also result if the the amount sold. Loans sold with recourse are t
bank, as the seller of a loan without recoursehe treated as borrowings of the selling banl
does not comply with provisions of the agreefrom the purchasing bank. Examiners shoulc
ment. Noncompliance may result from a numbeconsider asset sales subject to formal or infor
of factors, including failure on the part of the mal repurchase agreements (or understanding
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to be sales “with recourse” regardless of othefrom mishandling, negligence, mysterious dis-
wording in the agreement to the contrary. appearance, or other unforeseen occurrences.
In determining the true recourse nature of affrailure to take these protective steps may lead to
asset sale, examiners must determine the extertntingent liabilities. In addition, pending liti-
to which the credit risk has been transferredjation in which the bank is a defendant could
from the seller to the purchaser. In general, if thexpose the bank to substantial risk of loss. Refer
risk of loss or obligation for payments of prin- to section 4000, “Other Examination Areas,” in
cipal or interest is retained by, or may ultimatelythis manual for further information.
fall back upon, the seller or lead bank, the Banks often enter into operating leases as
transaction must be reported by the seller as [assees of buildings and equipment. The arrange-
borrowing from the purchaser and by the purments should be governed by a written lease.
chaser as a loan to the seller. Complete detaifsor a material lease, the examiner must deter-
on the treatment of asset sales for purposes @fine whether the lease is truly an operating
the report of condition and income are found inease or if it is a capitalized lease pursuant to
the glossary of the Instructions for the PreparaFASB 13. Capitalized leases and associated
tion of the Report of Condition and Income ghligations must be recorded on the books of the
under the entry “sales of assets.” bank in accordance with FASB 13 and the
instructions for the preparation of the Report of
Condition and Income. Refer to the instructions
OTHER OFF-BALANCE-SHEET for the call report and to section 2190, “Bank
ACTIVITIES AND CONTINGENT Premises and Equipment,” in this manual for
LIABILITIES further information about capitalized leases.
While operating leases do not affect the bank’s
Banks often provide a large number of customegapital ratios, the costs of an operating lease
services, which normally do not result in trans-may have a material effect upon the earnings of
actions subject to entry on the general ledgefhe bank. Moreover, operating leases may
These customer services include Safekeepingvowe other responsibilities for the bank, and
the rental of safe deposit boxes, the purchadBe bank’s failure to perform these responsibili-
and sale of investments for customers, the salé€s may ultimately result in litigation and loss to
of traveler's checks, the sale of U.S. Savingéhe bank. The examiner must be cognizant of the
Bonds, collection services, federal funds sold akequirements imposed on the bank by its leasing
agent, operating leases, and correspondent baakangements.
services. It is the bank’s responsibility to ensure Some banks purchase federal funds from
that collateral and other nonledger items arsmaller correspondent banks as agent. This off-
properly recorded and protected by effectivdbalance-sheet activity is more fully discussed in
custodial controls. Proper insurance must alssection 2030, “Bank Dealer Activities,” in this
be obtained to protect against claims arisingnanual.
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Examination Objectives )
Effective date November 1995 Section 4110.2

1. To determine if policies, practices, proce4. To determine the scope and adequacy of th
dures, and internal controls regarding contin- audit function.
gent claims from off-balance-sheet credits. To determine compliance with applicable
activities are adequate. laws and

2. To determine if bank officers are operating ir6. To initiate corrective action when policies,
conformance with the established guidelines. practices, procedures, or internal controls ar

3. To evaluate the off-balance-sheet credit deficient or when violations of laws or regu-
activities for credit quality and collectibility. lations have been noted.

Commercial Bank Examination Manual November 1995
Page 1



	4060 -- Computer Services
	4070 -- Dividends
	4080 -- Employee Benefit Trusts
	4090 -- Interest-Rate Risk Management
	4100 -- Litigation and Other Legal Matters; Examination-Related Subsequent Events
	4110 -- Contingent Claims from Off-Balance-Sheet Credit Activities

